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1
Decision/action requested

SA3 is kindly requested to approve the proposed new solution to MBS authentication and authorization.
2
References

 [1]
3GPP TR 23.757 Study on architectural enhancements for 5G multicast-broadcast services
3
Rationale

KI#1 of 33.850 studies the authentication and authorization for a user to join a multicast group. The authorization revocation is considered as part of the solution to the KI#1 based on the discussion from last meeting, otherwise, once a user gains the authorization to a multicast service, the authorization remains valid forever. 
This contribution proposes a solution to revoke the authorization for a UE to use a multicast communication service, for the KI#1 Security of authentication and authorization for multicast communication services in 33.850.
4
Detailed proposal

***
BEGINNING OF CHANGES (all text are new) ***
6.X
Solution #X: Authorization revocation
6.X.1
Solution overview
This solution proposes how the authorization revocation is performed, for KI#1. When the content provider decides that the user authorization for a multicast service needs to be revoked, the content provider will inform the UDM/UDR about the revocation. The UDM/UDR will accordingly instructs the SMF to release the corresponding resources established for the user for the multicast service. 
6.X.2
Solution details
In the solution below, the (MB-)SMF is an enhanced SMF supporting 5G MBS. The solution works with both baseline architectures defined in TR 23.757 on 5G MBS.
Note:  (MB-SMF) is the MB-SMF in the baseline architecture 2 or the enhanced SMF in the baseline architecture 1, as defined in the TR 23.757 on 5G MBS. 

[image: image1.emf]UE (MB-)SMF UDM/UDR

Content 

Provider

1. Establishment of PDU session for a multicast service

3. Subscription change

2. Subscription for updates 

4. Notification

5. Release MBS bearers

0. Service provision 


Figure 6.X.2-1: Authentication revocation
0. The AF of the content provider provisions the information on the multicast service/application including the authorization information to the UDM/UDR.  The NEF is involved in the provisioning if the content provider belongs to a 3rd party.
1. The UE has successfully joined a multicast service/application and the PDU session for the multicast service/application has been established.
2. The (MB-)SMF subscribes to the UDM/UDR on the changes of the multicast information including the authorization information.  Step 2 may also be performed during step 1.
3. The content provider updates the multicast information.  The NEF is involved in the provisioning if the content provider belongs to a 3rd party.
4. The UDM/UDR notifies the (MB-)SMF when the authorization for a UE to join the multicast service/application is revoked. The identifier of the multicast service/application is included in the notification.
5. The (MB-)SMF releases the PDU session for the multicast service/application identified by the received  identifier.
Editor's note:  The identifier for the multicast service/application is to be updated according to SA2 progress.
Editor’s note: It is FFS whether UE triggering authorization revocation is needed.
6.X.3
Solution evaluation 
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