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1
Decision/action requested

This contribution proposes an update to solution #11.
2
References

[1]
3GPP TR 33.853 "Integrity protection of the User Plane".
3
Rationale

The option to perform UP integrity protection in PDCP in LTE eNB needs to be considered.

4
Detailed proposal

It is proposed to add a new solution to the study in [1], where its proposed that UP integrity protection is done in PDCP in LTE eNB and the UE, but the type of PDCP to be used is for RAN2 to decide.

**** START OF CHANGES ****
6.x
Solution #x: Support of UP IP in LTE eNB connected to EPS

6.x.1
Introduction

This solution addresses key issue #1 (UP integrity activation in EPS). 
This solution impacts the LTE eNB and the UE.

6.x.2
Network options affected

This solution is applicable to the following network options:

- Option 1 – eUTRA with EPC
- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT
6.x.3
Solution Description

This solution proposes to perform the UP integrity protection in PDCP in the LTE eNB.

The type of PDCP to be used to support UP IP in the LTE eNB and the UE, is for RAN2 and RAN3 groups to decide. 

The enabling/disabling of UP IP for DRB's is done using AS SMC procedure and RRC Reconfiguration procedure, similar as in NR.
Editor’s note: how to determine the UP IP at base station is FFS.

6.x.4
Solution Evaluation

This solution meets the security requirement for key issue #1 (UP integrity activation in EPS) and impacts the UE and the LTE eNB.
**** END OF CHANGES ****
