3GPP TSG-SA3 Meeting #100bis-e
S3-202663
e-meeting, 12 -16 October 2020












Revision of S3-20xxxx
Source:
Philips International B.V.
Title:
Scope of TR 33.857
Document for:
Approval

Agenda Item:
2.12
1
Decision/action requested

It is proposed to copy the scope of the FS_eNPN_Sec study item into TR 33.857 to make sure TR 33.857 stays in line with what has been agreed as the scope of the study item.
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3
Rationale

During SA3#100e a proposal to define the scope of TR 33.857 [1] to be in line with the agreed scope of the Study Item Description of FS_eNPN_Sec [5] was not accepted primarily due to some disagreement of a note on USIM credentials, i.e. the following note:
“NOTE 1: The term USIM in this context denotes the IMSI accompanied by AKA credentials (i.e. for primary authentication with the PLMN).”
This note was the carefully formulated compromise result of several discussions in SA2, SA1 and SA plenary about which credentials should and should not be considered for the issue of NPN onboarding. Whereas initially in the SA2 study on eNPN [2] all types of credentials were being considered for onboarding to NPNs, some companies suggested to use the GSMA framework for Remote SIM provisioning for solutions that would require a new USIM to be provisioned to the UE. However, the GSMA framework is aimed at provisioning PLMN credentials, and does not provide the flexibility and all the functionality needed for provisioning of NPNs. As a compromise it was suggested that IMSI accompanied by AKA credentials (i.e. for primary authentication with the PLMN) were considered out of scope, since those certainly could make use of the GSMA framework. All other types of credentials remain in scope of the SA2 study (see key issue #4 in [2]), and therefore should also remain in scope of SA3.
The proposal is to copy the agreed scope of the FS_eNPN_Sec study item description [5] as the scope of the TR 33.857, and add an editor’s note that if for some reason the study item scope is changed, then the scope of TR 33.857 should be updated as well.

4
Detailed proposal
***** Start of Change *****
1
Scope

The present document studies 
the security aspects required for enhanced support of Non-Public Networks in line with the work in SA2 (i.e. in TR 23.700-07 [3]) and SA1 (i.e. stage 1 service requirements for Non-Public Networks in TS 22.261 [4] and requirements described in e.g. TS 22.263 [5]). The security aspects that are to be covered in this study are as follows:

· Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN:
· Study potential solutions for authentication using credentials owned by an entity separate from the SNPN
· UE Onboarding and remote provisioning of non-USIM credentials:
· Identify security Key Issues relating to UE Onboarding and remote provisioning with non-USIM credentialsIdentify methods by which the UE can be verified as "uniquely identifiable and verifiably secure" 

· Critically review the security aspects of the proposed solutions in TR 23.700-07 [3] and make recommendations for security improvements where required.

· Study potential solutions for the secure provisioning of non-USIM credentials taking into account different deployment scenarios.

NOTE 1: The term USIM in this context denotes the IMSI accompanied by AKA credentials (i.e. for primary authentication with the PLMN).

· Support of IMS voice and emergency services for SNPN:
· Analyse potential security impacts from supporting IMS voice and IMS services in SNPNs. In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 its expected that the enabling of IMS and IMS services for SNPNs is to be studied. 
NOTE 2: Key issue 2 in TR 23.700-07 [3] is assumed to not require any study from a security perspective.
Editor’s note: in case the scope as described in the FS_eNPN_Sec study item description is updated, these updates need to be reflected in the section above as well.
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