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1. Overall Description:

SA3 thanks SA2 for their LS on architectures for access to SNPNs using credentials owned by an entity separate from the SNPN. 

As part of the Rel-17 study item on enhanced security support for Non-Public Networks, SA3 has agreed to study the key issue and security requirements and solutions related to this topic in the draft TR 33.857.  Though SA3 has not concluded on this key issue, SA3 can provide the following preliminary feedback on the feasibility of an entity separate from the SNPN that owns the UE’s credentials in order to enable primary authentication in the SNPN based on the solutions agreed in the draft TR. 
In the current 5GS architecture, the UE’s credentials used for primary authentication are stored and processed in the UDM/ARPF with AUSF providing the anchor key, called KSEAF, to the serving network after successful primary authentication. There are two cases to consider based on the primary authentication method used by the SNPN:
1) EAP based primary authentication (i.e., EAP-AKA’ or another EAP-based primary authentication method)

2) 5G AKA based primary authentication

For case 1), a key generating EAP-based authentication method (e.g., EAP-AKA’ or EAP-TLS) has to be selected and the chosen EAP-method determines the credentials needed in the UE and the network. TS 33.501 currently assumes that the EAP-method terminates at the AUSF (i.e., AUSF plays the role of EAP authentication server). In case the EAP method credentials are stored and processed in an entity separate from the SNPN, then this entity needs to terminate the EAP (i.e., play the role of EAP authentication server) by hosting a AAA server. In such cases, there are two possibilities: 

· The AAA server is 5GS aware, in which case the AAA Server can derive the KSEAF after successful EAP authentication (using procedures defined in TS 33.501) and deliver it to the SNPN.

· The AAA server is non-5GS aware (e.g., legacy or enterprise AAA server), in which case the key delivered by the AAA server after successful EAP authentication to the SNPN will be the MSK. SA3 will further study the security implications of using such a key (MSK) delivered by the AAA server as the KAUSF to derive KSEAF by the SNPN.
For case 2), as long as the entity hosting the UE’s credentials can perform 5G AKA authentication and provide the KSEAF, along with the SUPI, to the SNPN, SA3 does not foresee any significant impact to the security architecture. 
2. Actions:

To SA2
ACTION: 
SA2 is kindly requested to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:
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