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1
Decision/action requested

It is proposed to approve the addition of the assumptions of the AMF re-allocation study.
2
References

[1]
3GPP TR 23.502: "Procedures for the 5G System (5GS)".

[2]
3GPP TR 33.501: "Security architecture and procedures for 5G System".
3
Rationale

The study on the security of AMF re-allocation needs to include the current status in 23.502[1] and 33.501[2] and a set of assumptions and constraints in order to set the scope for a timely delivery. 
This contribution proposes the content of the architecture and security assumptions for the AMF re-allocation procedure. 
4
Detailed proposal

It is proposed to approve the changes below.
*** BEGIN CHANGES ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[XX]
3GPP TR 23.502: "Procedures for the 5G System (5GS)".
[XY]
3GPP TR 33.501: "Security architecture and procedures for 5G System".
[XZ]
3GPP TS 24.501: " Non-Access-Stratum (NAS) protocol for 5G System (5GS)".
*** NEXT CHANGES ***

4
Architecture and security assumptions of AMF re-allocation
4.X General

The present document focuses on the problem of the security of the registration procedure with AMF re-allocation. More specifically TS 23.502 [XX], clause 4.2.2.2.3, states that there are two cases for the AMF re-allocation procedure, the direct case 7(A) and the indirect case 7(B) via RAN. Currently only the direct AMF re-allocation case is considered complete from a security point of view and supported in Rel-15 and Rel-16 in TS 33.501 [XY]. This study addresses the security of the indirect AMF re-allocation case. It is important to note that the indirect case in TS 23.502 [XX], covers only the transfer of the NAS Registration Request message via a RAN node but a complete security solution needs to consider also the potential transfer of security context from one AMF to another. It is left for the conclusion of the study to determine if and how this transfer is performed. 
In order for the study to perform the work efficiently, the scope of the study is limited to key issues and solutions that assume that there are network entities and network functions that are shared among network slices and which could theoretically be used to assist the secure re-allocation procedure. Such common entities are the UE itself, the RAN nodes, the AUSF, UDM, NSSF, and potentially other AMF instances. This study does not cover RAN slicing or adding slicing support for the aforementioned network functions.  
4.Y Architecture and security assumptions 

Figure 4.Y-1 shows an overview architecture of the 5GS for the purposes of the current study with only the potentially involved network entities and network functions shown. Moreover, it is assumed that some network entities and functions are shared among the network slices. These common functions are the AUSF, UDM, NSSF and potentially other AMFs. 

The UE may have been registered in the past to an old AMF(old AMF) belonging to slice 1. For the current study it is assumed that the UE initiates a new registration request and this request is currently handled by the initial AMF (iAMF). In this request the UE provides protected slice selection information (NSSAI) either directly upon registration if it shares a security context with the network (oAMF) or after security is established with the iAMF in case of initial registration. As a result, for the iAMF to determine the new target AMF that can handle the UE registration, the initial AMF needs to retrieve any existing security context from the oAMF or establish security with the UE. Then the tAMF is supposed to receive the security context by either the oAMF or the iAMF in order to proceed with the UE handling. This means that potentially the iAMF, oAMF and tAMF may need to communicate with each other somehow. Figure 4.Y-1 assumes that the (iAMF) does not have a direct communication interface (e.g. N14) to the tAMF and may have a direct communication interface to the oAMF. The tAMF does not have a direct communication interface to the oAMF. The absence of the direct communication interfaces is assumed to be due to isolation requirements on the AMFs.

The study aims at capturing such isolation requirements and solutions involving re-route of the registration request and potential transfer of the security context. 
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Figure 4.Y-1. Architecture overview
The problem of AMF re-allocation includes two cases. The difference between the two cases is the number of different AMFs involved and the complexity of the procedures. In both cases it is assumed that the iAMF and the tAMF do not have any direct communication interface such as N14. The two cases are the following:
(1) Initial registration: The UE performs an initial registration providing a SUCI and is not currently registered to a network slice. The UE potentially interacts only with the iAMF and the tAMF. In order for the iAMF to determine if there is an AMF re-allocation, the iAMF needs to establish security with the UE and the UE needs to send the complete Registration Request including the protected IEs (such as the NSSAI) to the iAMF. After security is established between the UE and the network the UE does not accept any unprotected NAS messages according to TS 24.501 [XZ]clause, 4.4.4.2. 
(2) Idle mobility registration: The UE has already established security with the network and is registered to a specific slice e.g. slice 1 in Figure 4.Y-1. In this case the AMF re-allocation procedure may involves the iAMF, the oAMF and the tAMF. The oAMF does not share any direct communication interface with the tAMF. The UE has already established security with the network (oAMF) and therefore it will not accept unprotected NAS messages. There are two subcases in this case:
(a) The iAMF and the oAMF can communicate directly. Therefore, there could be a direct security transfer between the oAMF and the iAMF. However, there cannot be any direct security context transfer between the iAMF and the tAMF or the oAMF and the tAMF. 
(b) The iAMF and the oAMF do not have any communication interface between them. In other words, there is no direct communication interface between any of the involved AMFs, iAMF, oAMF and tAMF. In this case the existing security context cannot be directly transferred from the oAMF to the iAMF and if needed, it could be transferred indirectly. The same holds for any security context transfer between the iAMF and the tAMF or the oAMF and the tAMF. 
In order to provide solutions for the aforementioned cases, there are different approaches that have impact on the UE or network or both. Backwards compatibility needs to be considered for any solutions in releases later than Rel-16. Therefore, solution evaluation should consider listing the impacted network entities or network functions as well as backward compatibility discussion.  

*** END CHANGES ***
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