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1 Decision/action requested 
This contribution proposes a new key issue for FS_eNPN-SEC
2 References
TR 33.857 v0.1.0 3GPP Study on enhanced security support for Non-Public Networks 
3 Rational
The contribution proposes a new key issue on UE accessing non-preferred serving network.
4 Detailed proposal
*************** Start of 1st Change ****************
5.X
Key Issue #X: UE accessing most preferred serving NPN
5.X.1
Introduction
The key issue is loosely related to key issue #1 in TR 23.700-07 [3].

When a UE away from its home network coverage needs to have network access, it first accesses a serving NPN based on its network selection rule. The initial visited NPN that the UE accesses may not be most preferred by its home NPN for a number of reasons, for example the most preferred serving NPN in that location has been updated since UE’s last download of the preferred NPN list. Home NPN can update the preferred NPN list at any time for example, a new network has been set up or the business relationship between the home NPN and a serving NPN has deteriorated. When the serving NPN is not the most preferred by the home NPN, the UE is at the mercy of the serving NPN, even though the serving NPN should, in theory, have an honour service agreement and/or other business relationship with the UE’s home NPN in terms of accesses and services that is available to the UE. 

However, there might be reasons (e.g. security, financial, business, etc.) for the UE to use the most preferred serving NPN or for the home NPN to tell the UE to use the most preferred NPN, in some cases even before user plane data session starts. Since the home NPN has no ways of knowing in advance where the UE might visit, the home NPN cannot always pre-provision the most up-to-date preferred network list into the UE prior to the UE leaving home NPN coverage area. In order for a UE to gain access to the most preferred NPN, either the home NPN can send instruction via the initial visited NPN to the UE in order to steer it to the most preferred NPN, or the UE have a way of having the most up-to-date preferred network list, by either having it pre-provisioned prior to accessing the visited NPN or having the (updated) preferred visited NPN list securely sent from the home NPN so that the UE can  select the most preferred visited NPN when next time UE start the network selection process. Otherwise, the UE risks potential security breaches, financial shocks, or whatever reasons the home NPN deems the current serving network as not the most preferred NPN.
5.X.2
Security Threats  
-
A serving network that is not the most preferred can use weak algorithms leading to security breaches for the UE and the user, including compromise of privacy for the user. 
-
A serving network that is not the most preferred can defraud a UE by inflating charges and/or data usage in order to reap financial gains.
5.X.3
Potential security requirements
-
5G system shall be able to protect a UE from accessing a visited network that is not the most preferred while the UE is out of coverage of the home NPN.
-
5G system shall be able to securely inform the UE that the visited network the UE is accessing is not the most preferred and instruct the UE to move to the most preferred visited network as early as possible.

*************** End of Changes ****************
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