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1 Decision/action requested 
This contribution is discussion paper on SA2 LS on EC Solution #22.
2 References
S3-202364 SA2 LS on “Checking security issue for Solution #22 in TR 23.748”
TR 23.748 v1.0.0 3GPP Study on Enhancement of support for Edge Computing in 5GC
3 Rational
In S3-202364, SA2 has requested SA3 to check whether there is any security issue with Solution #22 in TR 23.748 in SA2’s study on enhancement of support for Edge Computing in 5GC.
Given the recent recommendation from SA3 that the UEs and DNS servers support DNS over (D)TLS, it is unlikely that the DNS requests are sent in the clear. The mandate from SA plenary also require the support of full rate UPIP to protect sensitive UP traffic that carries application data such as DNS messages, which makes it likely that the DNS requests will not be sent in the clear.  

Option 3B in Clause 6.22.1.4 describes the NAT at the local DNS rewrites the UE address to an address referring to the L-PSA. However, if the 5GS allows local DN to modify the such an address, an unscrupulous Local DN operator can also rewrite the address to another L-PSA, one that is controlled by the local DN. The UE would then be unknowingly directed to a local or edge network that is controlled by the same adversary, especially if the local DN is operated by a third party, leading to a number of potential attacks on the UE (e.g. inflated data usage and billing, loss of privacy, etc.). So this option should not be pursued by SA2.

Step 7 in Clause 6.22.2 (also describing Option 3B) however describes that the local DNS forwarder at UPF-ULCL rewrites the destination address inserted by UE to an address referring to the L-DNS. In this case, both the destination and the hosts are being changed at the same time. Allowing UL CL Forwarder to modify destination address can also allow similar attack can happen as described above. UL CL Forwarder cannot always be assumed to be trusted, especially one that is operated by a third-party provider.
4 Detailed proposal
Proposal: Send (reply) LS to SA2 expressing security concern over option 3B in Solution #22 of TR 23.748.
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