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1
Decision/action requested

SA3 is kindly requested to approve the proposed new key issue to 33.864
2
References

[1]


3GPP TS 23.502 
3
Rationale

Clause 4.2.2.2.3 of 23.502 [1] defines registration with AMF re-allocation procedure. The registration failure with AMF reallocation via RAN (i.e. the initial AMF reroutes the registration request to the RAN and the RAN then forwards the received registration to the target AMF) has been discussed in several SA3 meeting. A study has been initiated for tackling the issue. This contribution adds to the study the registration failure issue as a key issue.
4
Detailed proposal

****START OF CHANGES (All texts are new)***

5.X
Key Issue #X: Registration failure with NAS reroute via RAN
5.X.1
Key Issue Details

According to the specified AMF re-allocation procedure, when an AMF receives a registration request, the AMF may need to reroute the registration request to another AMF, e.g. when the initial AMF is not the appropriate AMF to serve UE. One option is to reroute the AMF registration request through RAN, i.e., the initial AMF (that is, the AMF receiving the registration request message) will send the registration request to the RAN, and the RAN then will forward the registration request to the target AMF. 

However, in many cases, this RAN rerouting will cause persistent the registration failure. If the UE and the initial AMF have established new security context before rerouting the registration request to the RAN, the target AMF is unable to obtain the new security context. The UE, with NAS security activated, will not process any message from the target AMF. Further, Re-registration will not be able to solve the issue. 

5.X.2
Security Threats

Current security design does not fully consider the procedure of registration with AMF re-allocation. Security enhancement is therefore needed to avoid the registration failure. 

In designing the security enhancement, some cases are to be considered where the communication between the initial AMF and target AMF is not allowed. The slice of the initial AMF and the slice of the target AMF may have separation requirements. For example, the slices used for government, military, critical infrastructures such as electrical grid, even some corporations have strong slice separation needs. The compromise of one slice may have implications to another. 

5.X.3
Potential Security Requirements

The security procedures shall be enhanced to avoid the registration failures in AMF re-allocation via RAN rerouting.

The 5GS should support slice separation in AMF re-allocation.

****END OF CHANGES ***

