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1
Decision/action requested

SA3 is kindly requested to approve the proposed new solution to 33.850.
2
References

 [1]

3
Rationale

This contribution proposes a solution to the KI#1 Security of authentication and authorization for multicast communication services in 33.850. Existing EAP based secondary authentication is reused as much as possible. 
4
Detailed proposal

***
BEGINNING OF CHANGES (all text are new) ***
6.X
Solution #X: Authentication and authorization for multicast communication service

6.X.1
Solution overview

This solution, which is based on existing EAP based secondary authentication, addresses the key issue #1 Security of authentication and authorization for multicast communication service.  

6.X.2
Solution details
In the solution below, the (MB-)SMF is an enhanced SMF supporting 5G MBS, (MB-)UPF is an enhanced UPF supporting 5G MBS. The solution works with both baseline architectures defined in the TR 23.757.
NOTE X:
(MB-)SMF is either the MB-SMF defined in the baseline architecture 2 or the enhanced SMF in the baseline architecture 1, defined in the TR 23.757 on 5G MBS. (MB-) UPF is either the MB-UPF defined in the baseline architecture 2 or the enhanced UPF in the baseline architecture 1, defined in the TR 23.757 on 5G MBS.
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Figure 6.X.2-1: Authentication and authorization procedure

1. UE sends a request to join a multicast service/application. The request is forwarded to the (MB-)SMF. According to the TR 23.757, there are two ways for step 1, the control plane join and the user plane join. For the control plane join, the UE initiates the request for a PDU session establishment/modification and includes the identifier of the multicast service/application that the UE wishes to join. The request is forwarded to the (MB-)SMF through the control plane. For the user plane join, the UE sends an IGMP/MLR message including the identifier of the multicast service/application to a UPF. The UPF forwards the IGMP/MLR message the (MB)-SMF.
Editor's note:  The identifier of the multicast service/application is to be updated according to SA2 progress.
2. If not available locally, the (MB-)SMF retrieves the subscription data from the UDM.
3. The (MB-)SMF determines that authentication and authorization is needed for the MBS communication service based on the subscription data.  
4. The (MB-)SMF sends an EAP request and the identifier of the multicast service/application to the UE to request the EAP identity used for the multicast service/application. 
5. The UE responds with an EAP response with the EAP identity and the identifier of the multicast service/application.

To avoid the round-trip in step 3 and 4, the UE may also send the EAP identity in step 1 if the control plane join is used, similar to the EAP based secondary authentication by an external DN-AAA server in 33.501.
6-7.  The (MB-)SMF sends the received EAP identity and the identifier of the multicast service/application to the AAA server through a (MB-)UPF. 
8. EAP messages are exchanged between the AAA server and the UE.
9. After the successful completion of the authentication procedure, DN AAA server shall send EAP Success message to the (MB-)SMF. 
10. If the UE is authorized to join the multicast service/application based on the subscription, then the (MB-SMF) will proceed with PDU session establishment/modification. The (MB-)SMF sends the EAP access and the identifier of the multicast service/application to the UE.
6.X.3
Solution evaluation 

TBC
***
END OF CHANGES
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