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1	Decision/action requested
Approve this contribution adding a new KI in TR 33.840
2	References
NA
3	Rationale
This key issue is proposed to study whether the security enhancement can be achieved without impact on other nodes (i.e. UE and 5GC).
4	Detailed proposal
***	BEGINNING OF CHANGES ***
[bookmark: _Toc49255925]5.X	Key Issue #X: Security enhancement to disaggregated gNB architecture
5.X.1	Key issue details
Note: there is no architecture change, the study is based on existing architecture defined in TS 38.401[xx]
Current security scheme does not distinguish whether a gNB is disaggregated gNB architecture or not. This means that from RAN point of view, there is no different security feature when different CU-UPs are used for different services. Considering the reality that a gNB can be designed based on disaggregated gNB architecture and TS 38.401[xx] has specified the interaction between gNB-CU-CP and gNB-CU-UP, this gives a precondition on security enhancement in disaggregated gNB architecture. For example, whether a CU-CP can provide different security keys to different CU-UPs and whether it can provide UP security policy to different CU-UPs and different CU-UPs may activate different UP security, and whether the security activation status could be changed during intra-gNB-CU handover.This key issue is to study whether the security enhancement can be achieved without impact on other nodes (i.e. UE and 5GC).
5.X.2	Security threats
Not applicable.
5.X.3	Potential security requirements
Not applicable.
***END OF CHANGES***
