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1
Decision/action requested

Proposing a structure for grouping key issues
2
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3
Rationale

The study item has 3 objectives listed:
· UE data collection protection to fulfil the NWDAF functionalities including privacy consideration, data authenticity, data integrity, accessibility aspects and user consent requirements.

· Detection of cyber-attacks and anomaly events supported by NWDAF and its related functions, specifically to define parameters provided by UE to help detect attacks and abnormal behaviours;

· Protection of data transferring (e.g. privacy consideration) in the inter-NWDAF/NWDAF instances

It is proposed to group key issues in this study accordingly.
4
Detailed proposal

********** START OF CHANGES

4
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
4.1
Key issues related to securing the data provided to any type of analytics function
Editor’s Note: This clause is for key issues on UE data collection protection to fulfil the NWDAF functionalities including privacy consideration, data authenticity, data integrity, accessibility aspects and user consent requirements, according to the first objective of the SID.

4.1.X
Key Issue #1.X: <Key Issue Name>

4.1.X.1
Key issue details

4.1.X.2
Security threats

4.1.X.3
Potential security requirements

4.2
Key issues related to detection of cyber-attacks and anomaly events by analytics function
Editor’s Note: This clause is for key issues on detection of cyber-attacks and anomaly events supported by NWDAF and its related functions, specifically to define parameters provided by UE to help detect attacks and abnormal behaviours, according to the second objective of the SID.

4.2.X
Key Issue #2.X: <Key Issue Name>

4.2.X.1
Key issue details

4.2.X.2
Security threats

4.2.X.3
Potential security requirements

4.3
Key issues related to data transfer protection

Editor’s Note: This clause is for key issues on protection of data transferring (e.g. privacy consideration) in the inter-NWDAF/NWDAF instances, according to the third objective of the SID.

4.3.X
Key Issue #3.X: <Key Issue Name>

4.3.X.1
Key issue details

4.3.X.2
Security threats

4.3.X.3
Potential security requirements

********** END OF CHANGES

