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1
Decision/action requested

It is proposed to approve this new solution in TR 33.854.
2
References

3
Rationale

The contribution proposes a solution to address KI#1 "UAS Authentication and Authorization". 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.854. Note that all text is new







***
BEGIN OF CHANGES
***

6.X
Solution #X: UAV authentication and authorization using API-based PDU secondary authentication
6.X.1
Solution overview
This solution addresses Key Issue#1 "UAS Authentication and Authorization". 
This solution is applicable to 5GS and EPS for both UAV and networked UAV-C.

This solution enables a secondary authentication with a USS/UTM reusing the high-level procedure defined for the PDU secondary authentication by an external DN-AAA. An API-based secondary authentication is triggered by SMF using a Proxy A&A function during a PDU Session establishment procedure, based on the UE subscription information and local policies. The authentication and authorization (A&A) by the USS/UTM procedure is performed using non-3GPP credentials (e.g., CAA-level UAV ID, certificate). Such and API based authentication enhancement is proposed to provide a broader support for DN-AAA such as USS/UTM that may not support EAP/Diameter authentication protocol. 
NOTE: for simplicity, only the non-roaming case is represented in this solution. Home Routed scenario is also supported using similar principles as for the PDU secondary authentication by external DN-AAA (i.e., V-SMF acting as a proxy for H-SMF acting as the authenticator).

The USS/UTM may initiate UAV authorization revocation at any time after successful completion of authorization procedure.

Editor's Note: UAV authorization revocation procedure details are FFS

6.X.2
Solution details
The procedure for UAV A&A by UTM using API-based PDU secondary authentication is depicted in Figure 6.x.2-1. The same procedure may be used with a networked UAV-C.


[image: image1.emf]UE

(UAV)

AMF

USS/UTM UAV-C

0. UE is registered 

with the network

1. PDU Session Est Req (UAV ID, S-NSSAI, DNN)

4. PDU Session Est Accept( CAA-Level UAV ID, Auth Token)

SMF

Proxy

A&A

8. UE (UAV) communicates with peer UE (UAV-C)

3. API-based UAV A&A by USS/UTM 

2. Determines whether 

secondary authentication 

is required

5. PDU Session Est Req (CAA-Level UAV ID, S-NSSAI, DNN)

6. PDU Session Est Accept

7. (Application layer) UE (UAV) uses CAA-Level UAV ID, Auth Token for UAS communication 

authorization


Figure 6.x.2-1: Procedure for UAV Authentication and Authorization with USS/UTM during PDU Session establishment (API-based authentication)
0. The UE has successfully completed a primary authentication and is registered with the network.
1. UE sends a PDU session establishment request message that may include the following parameters: a long-term UAV ID (CAA-level UAV ID), a DNN/S-NSSAI for communicating with USS/UTM. The UE may also provide a USS/UTM address. AMF selects SMF based on UE's subscription information and DNN/S-NSSAI values. S-NSSAI/DNN may be specifically used for UAS operations with well-known values or default values configured in the UE by the network. AMF sends corresponding request to SMF.
NOTE 1: It is assumed the UE has obtained prior to this procedure the CAA-level UAV ID from a CAA and has been configured with a USS/UTM address by means outside of 3GPP scope

2. The SMF determines whether the UE is allowed for UAS operations based on subscription information and local policies. 

3. The SMF triggers an API-based authentication procedure towards the USS/UTM. The SMF communicates with the USS/UTM via a Proxy A&A function (e.g., NEF) that provides an authentication API functionality. SMF or the Proxy A&A is responsible for resolving the address of the USS/UTM based on provided CAA-level UAV ID or USS/UTM address (if provided). During the procedure, the SMF/Proxy A&A provides the USS/UTM with a 3GPP UAV ID (e.g., GPSI as an External id) and receives from the USS/UTM a new assigned CAA-level UAV ID and authorization token upon successful authentication and authorization. Mutiple round-trips may be exchanged between the UAV and USS/UTM via SMF/Proxy A&A based on the authentication method supported by USS/UTM.
Editor's note: details of the authentication of the USS/UTM (or its address provided by the UE) by the network are FFS

4. Upon successful authorization by USS/UTM, the SMF sends a PDU session establishment accept message that includes the new CAA-level UAV ID and authorization token from USS/UTM. 

5. The UE may additionally establish a separate PDU Session dedicated for UAS communications. A separate PDU session is necessary if a separate DNN from the one used to communicate with USS/UTM is used for communication with a UAV-C (e.g., while the first PDU session is being used from network Remote ID functionality). The UE provides the CAA-level UAV ID obtained following the successful authorization by USS/UTM. 

6. The UE receives a PDU Session Establishment Accept message authorizing UAS communications.

7. The UE establishes a secure application layer communication with the USS/UTM using the authorization token obtained previously to further obtain UAS communication configuration from USS/UTM.

NOTE 2: The secure application layer communication between the UAV and USS/UTM is outside of the scope of 3GPP. Such application exchanges may trigger the USS/UTM to perform PDU Session configuration with the 3GPP network (e.g., ACL for enforcement of pairing with UAV-C authorization). Additional details for PDU session configuration for pairing authorization are assumed to be covered in solutions for KI#2. 
8. The UE exchanges UAS traffic with peer UAV-C.

6.X.3
Solution evaluation 
***
END OF CHANGES
***
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