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This contribution proposes a new key issue on groupcast ID conversion security
2	References
[1]	3GPP TR 23.752: “Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)”, V0.4.0
3	Rationale
Based on the 3GPP TR 23.752, when the group identifier information is provided by the ProSe application layer, the lead UE converts the provided group identifier into a destination Layer-2 ID for groupcast communication. The group ID conversion procedure shall be protected from linking back to the group identifier. 
4	Detailed proposal
*************** BEGINNING OF CHANGES***************
	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x1]	3GPP TR 23.752: "Technical Specification Group Services and System Aspects; Study on system enhancement for Proximity-based servces (ProSe) in the 5G System (5GS)".
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
It is preferred that the reference to 21.905 be the first in the list.
*************** END OF 1st CHANGE***************

********** START OF 2nd CHANGE **********
[bookmark: definitions][bookmark: _Toc22642897][bookmark: _Toc25815155][bookmark: _Toc25815628][bookmark: _Toc25815777][bookmark: _Toc25815927][bookmark: _Toc25816665]X.Y	Key Issue #Y: Security of identifier conversion in groupcast communication
[bookmark: _Toc22642898][bookmark: _Toc25815156][bookmark: _Toc25815629][bookmark: _Toc25815778][bookmark: _Toc25815928][bookmark: _Toc25816666]X.Y.1	Key issue details
In TR 23.752 [x1], Solution #22 "V2X-based group communication for commercial services" mentions the following note:
“NOTE 2:	The mechanism for converting the ProSe application layer provided group identifier to the destination Layer-2 ID depends on the conclusion of KI#8.”
Solution #37 “Groupcast mode communication for commercial services and public safety” and solution#4 “PC5 group communication for commercial services”, also mentions the provisioning of Application layer group ID and the corresponding Destination L2-IDs in collaboration with the application server.
Thus far solution #7, #35 and #36 have been proposed for KI#8 “Support of PC5 Service Authorization and Policy/Parameter Provisioning” but do not address the conversion mechanism for application layer group ID to the destination L2 ID.
This conversion/mapping procedure should be secured in terms of privacy and traceability. Unless the conversion is carefully performed, the group membership of specific UEs could be disclosed. For example, attackers might be able to make an inquiry whether any member of certain group are exists in some location.
[bookmark: _Toc22642899][bookmark: _Toc25815157][bookmark: _Toc25815630][bookmark: _Toc25815779][bookmark: _Toc25815929][bookmark: _Toc25816667]X.Y.2	Security threats
If the application layer Group ID is not securely converted by the application layer, the intruder can link back to UE groupcast memberships.
[bookmark: _Toc22642900][bookmark: _Toc25815158][bookmark: _Toc25815631][bookmark: _Toc25815780][bookmark: _Toc25815930][bookmark: _Toc25816668]X.Y.3	Potential security requirements
5G system shall ensure that the group IDs conversion to L2 IDs are protected from linkability and traceability attacks for ProSe groupcast communications.
********** END OF 2nd CHANGE **********

