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1
Decision/action requested

This contribution proposes a new KI for eNA phase2 TR.
2
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3
Rationale

In TR 23.700-91 [1] Clause 5.15, Key Issue#15: User consent for UE data collection/analysis has the following key issues and a requirements: 

[KIs]

-
How the user consent is provided to the relevant 5GC entities?

-
Which network entities will be involved in enforcing the user consent?

[Requirements]

-
User interrogation for user consent via signalling is out of the scope of this Key Issue.

-
Any solution or conclusion of this key issue shall be coordinated with SA3.
As described in the requirements, collecting an user consent via signaling is out of the scope. Therefore it is expected that any SA2 solutions already proposed or to be proposed for getting user consent may have the service provider(AF) collect the user consent on its own and provide the information to the network before requesting the user analytics data. Hence from the security point of view 3GPP system has to be able to validate if the user consent information provided by an external AF is really from the UE and not compromised.
4
Detailed proposal





It is proposed to agree on the new key issue below and include it in TR 33.866 [2].
*************************************** Start of Changes *******************************************
4
Key issues
4.X
Key Issue #X: Validation of user consent information provided by an external AF
4.X.1
Key Issue details

In TR 23.700-91 [x] Clause 5.15, Key Issue#15: User consent for UE data collection/analysis has the following key issues and requirements: 

[Key Issues]

-
How the user consent is provided to the relevant 5GC entities?

-
Which network entities will be involved in enforcing the user consent?

[Requirements]

-
User interrogation for user consent via signalling is out of the scope of this Key Issue.

-
Any solution or conclusion of this key issue shall be coordinated with SA3.
As stated in the requirements, collecting an user consent via signaling is out of the scope. Therefore it is expected that any solutions already proposed or to be proposed for getting user consent may have the service provider(AF) collect the user consent on its own and provide the information to the network before requesting the user analytics data. Hence from the security point of view 3GPP system has to be able to validate if the user consent information provided by an external AF is really from the UE and not compromised.
4.X.2
Security threats
If the user consent information collected by AF is unprotected, a malicious AF would be able to deceive the network as if the user agreed to share the user's data with it. Thus this will open vulnerability in privacy.  

4.X.3
Potential security requirements
The 5G System should provide a mean to verify that the user really agreed when the external AF provided user consent information for the user analytics data stored in NWDAF.
