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1 Decision/action requested 
This contribution proposes a new key issue for TR 33.867
2 References
3 Rational
The contribution proposes a new key issue on enabling user consent between 3GPP NFs and external invokers.
4 Detailed proposal
*************** Start of 1st Change ****************
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].



Personal data: the definition is depicted in Annex B in TR 33.849 [xx].
*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
5.X
Key Issue #X Enabling User Consent for NF capability exposure
5.X.1
Key issue details

5G core network provides services for external exposure of network capabilities. For example, a capability exposure function (e.g. NEF or CAPIF) exposes an API which can be invoked by external invokers (e.g. AF, AS, EES, EAS, etc.).
Some of these APIs are provided for the invoker to process personal data, e.g. Nnef_Location service for UE location retrieve is defined in clause 5.2.6.21 in TS 23.501 [yy] for LCS feature, A GPSI retrieve service may be defined for MEC feature, etc. In order to process the personal data for this invocation, consent from the user is needed.
There are two ways for an invoker to invoke services:

1) An invoker invokes services published by a capability exposure function directly. For this architecture, the AF is visible to the capability exposure function, the AF and the capability exposure function could establish trust relationship, e.g. by authentication.

2) An invoker invokes services published by a capability exposure function via an intermediate node (indirectly). For this architecture, the invoker is invisible to the NFs.
5.X.2
Security threats

An invoker can invoke services published by a capability exposure function and process personal data. If the capability exposure function does not check user consent, the personal data contained may be processed without authorization.
5.X.3
Potential security requirements

5GC shall support to enforce of user consent for NF capability exposure.
*************** End of 2nd Change ****************
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