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1. Overall Description:

SA3 thanks SA2 for the LS (S2-2005949/S3-20xxxx) on on-boarding and remote provisioning.
To the Editor’s notes in the interim conclusions for KI#4 in TR 23.700-07-050 clause 8 for UE on-boarding and remote provisioning, SA3 have the feedback as following.
UE onboarding for SNPN (Component 1 of KI#4)

-
It should be possible to support a registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON).

Editor's note:
In order to support UE onboarding using Default UE credentials and O-SNPN as the Onboarding Network (ON) the distribution of security functions when primary authentication is used should be decided by SA WG3, e.g. whether and how to support the primary authentication based on default credential in case DCS is deployed or not.
[SA3’s feedback #1] The primary authentication between the UE and O-SNPN as the Onboarding Network (ON) is based on the Default UE credentials shared on both UE and network. As one of the assumptions, DCS in the network entity which holds the Default UE credentials on network side. There are two architectural alternatives: 1) The DCS is within the O-SNPN, in which case the UE and the O-SNPN can perform primary authentication using existing mechanisms. 2) The DCS in within a network other than the O-SNPN, in which case the primary authentication between the UE and the O-SNPN needs to be based on “using credentials owned by an entity separate from the SNPN”. SA3 has been identified this as a key issue and will hopefully provide solutions to address it.
-
It should be possible that one SNPN can take the role of both Onboarding Network (ON) and SO (Subscription Owner), and it should be possible that the ON and SO are different SNPNs i.e. O-SNPN and SO-SNPN.
Editor's note:
DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it. There are two potential mechanisms for DCS to authenticate the UE. 1) DCS interacts with O-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not aware of the result of authentication procedure but perform remote provisioning. 2) DCS interacts with SO-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure.As a result, the SO-SNPN is aware of the result of authentication procedure and perform remote provisioning. SA WG3 needs to evaluate the two above mechanisms from security perspective and provide feedback.
[SA3’s feedback #2] SA3 prefers to the mechanism 1) from security perspective. The primary authentication which authenticates the UE for UE onboarding establishes security connection between the UE and the O-SNPN. And with the additional trust between the O-SNPN and the SO-SNPN, the UE will be able to be provisioned afterwards.
Editor's note:
The decision on whether primary authentication is required during initial access to the O-SNPN is dependent on SA WG3 feedback; until this feedback is received, it is assumed that such authentication is required.
[SA3’s feedback #3] SA3 believes that the primary authentication is required during initial access to the O-SNPN.
2. Actions:

To SA2 group.

ACTION: 
SA3 would like to kindly ask SA2 to take the above into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#101e
9 - 20 November 2020
e-meeting
SA3#101Bis-e
18 - 22 November 2020
e-meeting
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