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[bookmark: foreword][bookmark: _Toc54111760]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc54111761]Introduction
This clause is optional. If it exists, it shall be the second unnumbered clause.
[bookmark: scope][bookmark: _Toc54111762][bookmark: _Hlk46393078]
1	Scope
The present document contains a study on the security aspects of disaggregated gNB. TR 38.823[xx] contains the enhanced service requirements for disaggregated gNB without any security relevant conclusion, while TS 38.401[yy] contains the basic disaggregated architecture.
The present document provides key issues including security threats and potential requirements related to the work in TR 38.823[xx] and develops applicable solutions to the key issues. This study is expected to investigate whether there are security impacts based on TR 38.823[xx] comparing existing security architecture as well. The potential solutions shall support backward compatibility.
NOTE: Potential solutions will not compromise the requirement that the 5G RAN internal architecture (i.e., CP/UP separation and DU/CU split) is invisible to the UE. 
NOTE: The present document assumes that deviation from existing security mechanism needs to be avoided as much as possible.
The present document …
[bookmark: references][bookmark: _Toc54111763]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[bookmark: definitions][bookmark: _Toc54111764]3	Definitions of terms, symbols and abbreviations
This clause and its three subclauses are mandatory. The contents shall be shown as "void" if the TS/TR does not define any terms, symbols, or abbreviations.
[bookmark: _Toc54111765]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc54111766]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc54111767]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc48666462][bookmark: _Toc54111768]4	Security aspects of disaggregated gNB architecture
Architecture for separation of gNB-CU-CP and gNB-CU-UP is specified in TS 38.401 [yy] and shown in Figure 4-1. 

[bookmark: _GoBack]
Figure 4-1: Overall architecture for separation of gNB-CU-CP and gNB-CU-UP
The gNB-CU-CP selects the appropriate gNB-CU-UP(s) for the requested services for the UE. As specified in TS38.401, CP/UP separation is invisible to other nodes, i.e. UE and 5GC, this principle is inherited in this document. 
Based on this, the present document considers will consider whether security enhancements are needed inside a disaggregated gNB architecture. Editor’s note: This section holds security requirements which have to be considered or addressed by any of the proposed solution.
[bookmark: _Toc48666463][bookmark: _Toc54111769]5	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc513475447][bookmark: _Toc47518361][bookmark: _Toc48666464][bookmark: _Toc54111770]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc513475448][bookmark: _Toc47518362][bookmark: _Toc48666465][bookmark: _Toc54111771]5.X.1	Key issue details
[bookmark: _Toc513475449][bookmark: _Toc47518363][bookmark: _Toc48666466][bookmark: _Toc54111772]5.X.2	Security threats
[bookmark: _Toc513475450][bookmark: _Toc47518364][bookmark: _Toc48666467][bookmark: _Toc54111773]5.X.3	Potential security requirements
[bookmark: _Toc48666468][bookmark: _Toc54111774]6	Solutions 
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc513475452][bookmark: _Toc47518367][bookmark: _Toc48666469][bookmark: _Toc54111775]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc513475453][bookmark: _Toc47518368][bookmark: _Toc48666470][bookmark: _Toc54111776]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc513475454][bookmark: _Toc47518369][bookmark: _Toc48666471][bookmark: _Toc54111777]6.Y.2	Solution details
[bookmark: _Toc513475455][bookmark: _Toc47518371][bookmark: _Toc48666472][bookmark: _Toc54111778]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc513475456][bookmark: _Toc47518372][bookmark: _Toc48666473][bookmark: _Toc54111779]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
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