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1
Decision/action requested

It is proposed to approve this text as Assumptions on credentials to TR 33.857
2
References

[1]
3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"
[2]
3GPP TS 33.501: "Security architecture and procedures for 5G System"

3
Rationale

This paper proposes to assume that the authentication methods are based on the EAP framework. For SNPNs it is assumed to be a key generating EAP method as specified in Annex I in 3GPP TS 33.501[2] while for PNi-NPN there is not yet a strong statement on which kind of EAP methods to be supported. It is therefore proposed to distinguish the two deployment options. 

During SA3#100-e it was discussed which credentials to be in scope of provisioning. While there was disagreement on credentials with requirements on USIM storage specified in 33.501[2] it was clear that credentials without USIM storage requirements are in scope. This contribution therefore proposes to capture the credentials there are agreement on in the TR clause for assumptions. Leaving an Editor’s Note for other credentials allowing for time to discuss if there are scenarios that requires to adapt the current requirements in 33.501.

4
Detailed proposal

***** Start of Change *****
4
Architectural and security assumptions

Editor's note:
This clause includes the architectural and security assumptions applicable for the study.
4.1
Architectural requirements

-
Solutions are built on the 5G System security architectural principles as in TS 33.501 [2] and conclusions drawn in TR 23.700-07 [3], including flexibility and modularity for newly introduced functionalities.
4.X
Security assumptions

-
It is assumed for the case where SNPN credentials are provisioned, the credentials are based on a key generating EAP method. Which means the Provisioning Server and UE supports the same EAP method(s).

-
It is assumed for the case where PNi-NPN credentials are provisioned the credentials are based on an EAP method. 
Editor’s Note: It is FFS whether or not credentials with requirement on USIM storage are in scope e.g. identities accompanied by AKA credentials.
***** End of Change *****
