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1
Decision/action requested

This pCR proposes a solution for Key Issue #1 (Credentials owned by an external entity) in TR 33.857
2
References

 [1]
S3-202068 - Draft TR 33.857 v010 
3
Rationale

Key Issue #1 in [1] is about how to support primary authentication in SNPN with credentials owned by an entity separate from the SNPN. This pCR proposes an authentication framework solution on how to support 5GS primary authentication in such a deployment.
There are two scenarios to consider:

a) The entity separate from the SNPN is a PLMN.  
b) The entity separate from the SNPN is a non-PLMN (third-party).   

In scenario a), the subscription credentials owned by the PLMN are used to access the SNPN, which is like the roaming architecture in 5GS where the SNPN takes the role of VPLMN and the entity separate from the SNPN takes the role of HPLMN. This is already supported in 5GS and is proposed to be reused as the solution for this case.

In scenario b), the subscription credentials are owned by an entity that is not a PLMN (third-party). This means that the SNPN trusts the third-party entity to store and process the subscription credentials. Two architecture variants are proposed depending on the primary authentication method used, i.e., EAP-based authentication method (EAP-AKA’ or another EAP authentication method) or 5G AKA. 
4
Detailed proposal

SA3 is kindly requested to approve the below pCR.

*************** Start changes ****************
6.Y
Solution #Y: Authentication Framework Enhancements to support SNPN access
6.Y.1
Introduction

This solution address key issue #1 (Credentials owned by an external entity).
6.Y.2
Solution details
6.Y.2.1
SNPN access using PLMN owned subscription credentials
When PLMN credentials are used to access the SNPN, this solution proposes that the existing roaming architecture for 5GS is reused, where the SNPN takes the role of VPLMN and the entity owning the PLMN credentials takes the role of HPLMN. 
6.Y.2.2
SNPN access using third-party owned subscription credentials
When the subscription credentials are owned by a third-party entity, it is assumed that the SNPN trusts the third-party to store and process the subscription credentials used for primary authentication. Two architecture variants are considered depending on the authentication method used, i.e., EAP-based authentication method (EAP-AKA’ or another EAP authentication method) or 5G AKA. 
Variant 1: EAP-based authentication framework:
In this variant, in order to isolate SNPN from the third-party network, a proxy AUSF (denoted as AUSF* here onwards) is introduced in the SNPN network. AUSF* supports N12 interface towards the AMF. The AUSF* also interfaces with the third-party using the N12* interface.
The EAP based 5GS primary authentication is performed between the UE and the AAA server in the third-party network. The AAA server can be either 5GS aware AAA (i.e., a AAA server that implements the necessary functions (e.g., AUSF/UDM/ARPF/SIDF for successful 5GS authentication, including providing of KSEAF to the SNPN after successful authentication) or a non-5GS aware AAA (e.g., a legacy AAA that supports a key generating EAP authentication method but does not support 5GS specific functions). 
The figure below illustrates the EAP-based authentication framework.
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Figure 6.Y.2.2-1: EAP based 5G authentication framework for SNPN access
In case the AAA server is 5GS aware, then the N12* can be the same as the N12 interface with AUSF* providing a AAA proxy functionality for security isolation between the SNPN and the third-party network.
In case the AAA server is non-5GS aware (i.e., legacy AAA server), after successful EAP authentication, the AAA can only provide the MSK to the AUSF*. Furthermore, the AUSF* derives the KSEAF from the received MSK (treating it as the KAUSF). The N12* interface is a standard AAA/EAP interface.
Editor’s Note: It is FFS whether the security implications of using MSK as the KAUSF is acceptable in case legacy AAA server is used for SNPN access.
Variant 2: 5G AKA based authentication framework:

In this variant, the AUSF* is located in the SNPN and the rest of the necessary 5GS authentication functions (i.e., AUSF/UDM/ARPF/SIDF) resides in the 3rd party network. AUSF* is a N12 proxy and provides the necessary isolation between the SNPN and the third-party network. The figure below illustrates the 5G AKA based authentication framework.
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Figure 6.Y.2.2-2: 5G AKA based authentication framework for SNPN access
6.Y.3
System impact
This solution has no UE impacts expect when an EAP authentication is used with a legacy AAA server, in which case, the UE needs to derive KSEAF from MSK instead of KAUSF. Therefore, when legacy AAA server is used, the UE needs to know that KSEAF is derived from MSK instead of KAUSF/EMSK, which can be implicit based on the EAP method implementation on the UE. 
Editor’s Note: When a legacy AAA server is used, it needs to be further clarified how the UE knows that the KSEAF is derived from the MSK.
There are no impacts on the serving network entities (e.g., (R)AN, AMF/SEAF). 
A new AAA proxy function, AUSF*, is introduced in the SNPN network.
6.Y.4
Evaluation
TBD
*************** End changes ****************
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