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1
Decision/action requested

This contribution proposes some analysis for solution #2.5 in TS 33.846.
2
References

[1]


3GPP TS 33.846 v0.7.0
3
Rationale

The solution only protects against the linkability attacks based on recognising the difference between MAC and SYNC failures (see key issue which discusses other types). 
It is proposed to add this to the evaluation of the solution
4
Detailed proposal

It is proposed that SA3 include the below pCR for inclusion into the TR [1]. 
**** START OF CHANGES ****

6.2.5.3
Evaluation

In this solution, the UE encrypts the authentication failure cause value (MAC failure or Synch failure) by using the method of calculating the SUCI and sends it to the core network. Only the NF in the core network can decrypt and obtains the specific failure cause. Thus, the attacker cannot distinguish the specific authentication failure cause, thereby preventing the breach of the user’s untraceability and mitigating the linkability attack. 

The solution fulfils the potential security requirements from Key Issue #3.1X: “The 5G system shall support mechanisms to mitigate the Linkability attacks”. The solution only addresses one kind of linkability attacks which are based on recognising SYNC and MAC failures.
The visited network is impacted, and not R15 compatible.

The UE shall construct a scheme-input including 5GMM Cause (MAC failure), the length of which may exceed the current maximum length of MAC failure message, hence the size of the MAC failure message may be impacted.
This solution relies on the availability of SUCI mechanism. If the 5GS or the UE does not support the SUCI mechanism, the solution cannot work. 

**** END OF CHANGES ****

