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1
Decision/action requested

This contribution proposes a solution to add a solution on authenticating and authorising the UAV to the TR.
2
References

[1]
3GPP TR 33.854 v0.1.0 “Study on security aspects of Unmanned Aerial Systems (UAS)” – (S3-202159)
3
Rationale

The below solution proposes a method of authorising and authenticating a UAV. 
4
Detailed proposal

It is proposed that SA3 approve the following pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.X
Solution #X: Authentication and authorisation of UAVs  
6.X.1
Solution overview
This solution addresses Key issue #1: UAS Authentication and Authorization.
6.X.2
Solution details
6.X.2.1
General

The solution uses a UAV Flight Enablement Subsystem (UFES) as a single point of contact between the PLMN and UTM/USS in order to limit the impact on the 3GPP system, although it is not strictly necessary for authentication and authorisation solution to work. The authentication and authorisation procedures are shown when connected in 5G and the authentication/authorisation takes place after registration, but similar procedures could be used during registration and also during PDU connection establishment with the SMF playing the role of the AMF.
6.X.2.2
Authentication and authorisation of a UAV

Figure 6.X.2.2-1 shows how the UAV can be authenticated and authorised by the UTM/USS to access the 3GPP network as a UAV, i.e. it is assumed in these flow that the authentication and authorisation will happen.
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Figure 6.X.2.2-1: Authentication and authorisation of a UAV

The steps are as follows:

1. The UAV sends a Registration Request to the AMF requesting to register as UAV.
NOTE: How the UE signals it is requesting to register as a UAV is left to stage 3. 
2. Primary authentication and NAS security establishment are performed.

3. The AMF sends the Registration Accept message to the UAV indicating that the UAV needs to be authorised by the USS/UTM. 

4. Based on subscription information and local policies, the AMF requests UAV authentication and authorisation from UFES using the CAA-level UAV ID.
5. The UFES triggers an authentication and authorisation request including the CAA-level UAV ID from the UTM/USS.
6a. and 6b. There can be several round trips required for authentication of the UAV by the UTMs depending on the authentication method used by the UTM and UAV. The authentication method and the content of messages used for authentication are out of scope of 3GPP. The content of the messages is carried in containers that atre transparent to the entities between the UAV and UTM/USS.
7. The UTMS/USS informs the UFES that the UAV has been successfully authenticated and authorised by the UTM/USS.
8. The UFES further informs the AMF that the UAV has been successfully authenticated and authorised by the UTM/USS.

9. The AMF triggers a UE Configuration Update procedure to inform the UE that the UAV authentication and authorisation has been successful. 
NOTE: Before step 9, the UE may be in a special restricted area or have restricted access to PDU sessions. After step 9, there are no restrictions, although a further authentication and authorisation might be required during PDU session establishment.  
6.X.2.3
Revocation 

Figure 6.X.2.3-1 show how the authorisation can be revoked.
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Figure 6.X.2.3-1: Revocation of an authorisation of a UAV
The steps are as follows:
1. The UTM/USS decide to revoke the UAV’s authorisation.
2. The UTM/USS sends an Authorisation Revoke request to the UFES including the 3GPP UAV ID of the UAV to be revoked.

3. The UFES passes the Authorisation Revoke request to the AMF.

4. The AMF revokes the authorisation to act like an UAV.

5. The AMF confirms to the UFES that the revocation has happened.

6. The UFES confirms to the UTM/USS that the revocation has happened.
6.X.3
Solution evaluation 

TBD
**** END OF CHANGES ****
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