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Decision/action requested

This pCR proposes a Solution on ‘UAV and UAV-C Pairing Authorization and Security Aspects’ to address KI#2 in TR 33.854
2
References

[1]
3GPP TS 22.125 “Unmanned Aerial System (UAS) support in 3GPP”, Rel.17.
[2]
3GPP TR 23.754 “Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking”, Rel.17. 

[3]
3GPP S3-201258-r1 “Proposed SID for Unmanned Aerial Systems”.

[4]
3GPP TR 33.854, “Study on security aspects of Unmanned Aerial Systems (UAS)”, Rel.17.
3
Rationale

In the last SA3#100e meeting, the Key issues #2 with the following SA3 requirement been approved for TR 33.854 and this pCR proposes a solution to address Key issues #2.
The pairing of a UAV and a UAVC shall be authorized by USS/UTM before the 3GPP system can provide UAV and/or UAVC connectivity service used for UAS operations. 

3GPP system shall enable UAV and UAVC pairing authentication and authorization by USS/UTM, which provides the outcome to the 3GPP system.

3GPP system shall provide means for the UTM/USS to revoke a UAV and UAVC pairing authorization.

Editor’s Note: Whether UAV and UAVC pairing authorization is in scope of this TR is FFS.
The solution presented in this pCR conforms to SA2 TR 23.754 Clause 4.2 Architectural Assumptions and considers for atleast UAV3 the pairing of UAV and UAV-C is in the scope of 3GPP. 

For networked UAV controllers and non-networked UAV controllers, pairing between the UAV and the UAV controller for the use of UAV3 or UAV5 may be at least authorized, or even authenticated. The pairing authorization/authentication, when performed, is authorized by the USS/UTM, not by the 3GPP system. The 3GPP system enables such authorization process. The result of such authorization/authentication are made known to the MNO in order to enable the USS/UTM to enable the connectivity between the UAV and the UAV controller.

Further the Solution relies on the requirement putforth by TS 22.125 as ‘[R-5.1-001] The 3GPP system should enable UTM to associate the UAV and UAV controller, identify them as a UAS.’.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.854.

*****Start of Change*****

6.X
Solution #X: UAV and UAV-C Pairing Authorization and Security Aspects

6.X.1
Solution overview

This solution address key issues #2.

This solution assumes that alteast to enable UAV3 the pairing of UAV and UAV-C is clearly in the scope of 3GPP based on the following SA2 TR 23.754 Clause 4.2 Architectural Assumptions. Further to enable UAV5, the pairing may be authorized or even authenticated by the USS/UTM.

- For networked UAV controllers and non-networked UAV controllers, pairing between the UAV and the UAV controller for the use of UAV3 or UAV5 may be at least authorized, or even authenticated. The pairing authorization/authentication, when performed, is authorized by the USS/UTM, not by the 3GPP system. The 3GPP system enables such authorization process. The result of such authorization/authentication are made known to the MNO in order to enable the USS/UTM to enable the connectivity between the UAV and the UAV controller.

The solution enables UAV and UAV-C pairing authorization and security aspects to ensure overall UAS security.

6.X.2
Solution details
This section describes the UAV and UAV-C Pairing/Association Authorization and Security aspects.

The authorization of UAV and UAV-C pairing can be triggered by the USS/UTM when a UAV initiates a PDU session establishment to set up C2 connection with the UAV-C for enabling the UAS service as shown in Figure 6.X.2-2. The UAV shall include C2 Association Request containing UAV-C ID, Auth Token, UAS ID inaddition to its CAA-level UAV ID in the PDU session establishment request message to SMF along with the UAV operation request and SMF can send the UAV operation Request along with C2 Association Request to the UFES and the UFES forward the same to the USS/UTM. UAV operation Request procedure can be based on agreements from SA2 23.754. The USS/UTM on receiving the C2 Association Request along with UAV operation request can trigger the following UAV and UAV-C pairing security procedure.

At this step, it is considered that UAV and UAV-C has already performed successful UAS registration with the USS/UTM (and has UAS root key) and the PDU session(s) has been successfully established with the 3GPP network.
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Figure 6.X.2-2: UAV and UAV-C pairing/association  procedure

UAV and UAV-C Association and Security Set Up Procedure is described as follows.
1. The UAV to request pairing, sends C2 Association Request message to USS/UTM with UAV ID (i.e., CAA UAV ID), UAV-C ID, UAS ID (the one received during successful UAS authentication), UAS Authorization Token (the one received during successful UAS authentication which is bind to UAS ID and a nonce generated by USS/UTM), and KUAS ID.

2. USS/UTM on receiving the C2 Association Request message, it uses the received KUAS ID to fetch the UAS security context locally stored and to locate the Authorization Token.

Further the USS/UTM verifies the received UAV ID, UAS ID and Authorization Token with the locally stored information (such as CAA level UAV ID, UAS ID and Authorization Token) and if the match is successful, the USS/UTM checks if the UAV is authorized to establish C2 connection with a UAV-C specific to the UAV-C ID. If the UAV authorization is successful, the USS/UTM generates a fresh Nonce and derives the KUAS_Sess from the UAS root key using UAS ID, UAV ID and Nonce as inputs to the key derivation. The hash of session key is generated to identify the session key with KUAS_Sess ID.

3. The USS/UTM then sends the C2 Security Association Request message to the UAV-C. The C2 Security Association Request message shall include UAV ID (example CAA UAV ID), UAS ID, UAS Authorization Token (optional and only if an additional level of authorization is required), KUAS ID, KUAS_Sess ID and Nonce.

The sending of KUAS may not be required, if the UAV-C can derive the same UAS root key similar to the UAV after a successful UAS authentication with USS/UTM based on a preconfigured common UAS credential. Else KUAS/KUAS_Sess need to be provided to the UAV-C by the USS/UTM during the UAV and UAV-C pairing/association or during UAV-C authentication to enable the same UAS root key availability at the UAV-C. 

4. The UAV-C verifies the received UAV ID, UAS ID and Authorization Token with the locally stored information corresponding to the KUAS ID (such as CAA level UAV ID, UAS ID and Authorization Token) and if the match is successful, the UAV-C derives the KUAS_Sess from the UAS root key using UAS ID, UAV ID and received Nonce as inputs to the key derivation similar to the USS/UTM. The UAV-C further generates the KUAS_Sess ID similar to the USS/UTM and verify it with the received KUAS_Sess ID. If the session key ID match verification is successful, the considers the UAS C2 Security Association as successful. 
5. The UAV-C sends to USS/UTM a C2 Security Association Response message with Success Indication with the received KUAS_Sess ID, Nonce, and UAS ID.
6. The USS/UTM forwards to UAV the received C2 Security Association Response message along with Success Indication, KUAS_Sess ID, Nonce, and UAS ID.
7. The UAV uses the received Nonce to derive UAS session key from the UAS root key with UAS ID as additional input. Further the UAV derives the KUAS-Sess ID and verifies the newly derived one with the received KUAS-Sess ID. If both matches, the UAV considers the security set up as successful. 
The established UAS C2 security context (i.e., UAS session key) shall be used to protect the the C2 data between UAV and UAV-C.

NOTE 1: The method of using the C2 Security context to protect the C2 data is upto the application and it is outside the scope of 3GPP.
NOTE 2: The networked UAV controllers and non-networked UAV controllers, pairing between the UAV and the UAV controller for the use of UAV3 or UAV5 can be supported by this solution with the following differences. The networked UAV controller pairing with UAV to use UAV3 is within 3GPP scope and the non-networked UAV controller pairing with UAV to use UAV5 is outside 3GPP scope as described in TS 23.502 Clause 4.2 Architectural Assumptions. So, for UAV5 related pairing above steps 3-5 will be out of 3GPP scope.
6.X.3
Solution evaluation 
TBD

*****End of Change*****
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