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1
Decision/action requested

It is proposed to approve updates to solution#1 in TR 33.847.
2
References

[1]
3GPP TR 33.847: “Study on Security Aspects of Enhancement for Proximity Based Services in 5GS (Release 17)”
3
Rationale

This contribution is proposed to resolve the following Editor’s Note:
Editor's Note: Whether the security keys can be provided in step 0d is FFS.
From solution#2 in TR 33.847 it can be deduced that before any data transfer between UE and 5GDDNMF, there is a mutual authentication between UE and the 5GDDNMF. The interface between UE and 5GDDNMF is considered as Ua*. For secure data transfer between UE and 5GDDNMF AKMA procedure can be re-used.


Editor's Note: The key name and input parameters are FFS.

The key name is kept as REAR which stands for Remote UE access via Relay UE. It is not a new term as it was already used in LTE SA2 studies. Therefore, it is proposed to add the abbreviation in clause 3.2 and change the EN as follows:
Editor's Note: The key name and input parameters to derive the keys are FFS.

4
Detailed proposal

*************************1st CHANGE*************************
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core

ProSe
Proximity-based Services
5G DDNMF
5G Direct Discovery Name Management Function
AF
Application Function 

AMF
Access and Mobility management Function

AS layer
Access Stratum layer

NG
Next Generation

NG-RAN
Next Generation RAN

NGAP
NG Application Protocol

NR
New Radio (5G)

PCF
Policy Control Function

RAN
Radio Access Network

RAT
Radio Access Technology

UDM
Unified Data Management

REAR
Remote UE Access via Relay UE
*************************2nd CHANGE*******************************
6.1
Solution #1: Solution for key management in 5G Proximity Services relay communication
6.1.1
Introduction  

This solution describes how the existing network function Authentication Server Function performs the key management instead of PKMF (ProSe Key Management Function) as done in TS 33.303 [6] in LTE ProSe. This solution addresses key issue #9.
6.1.2
Solution details

In this solution it is assumed that the 5GDDNMF is a functionality of PCF and not a separate entity. Proposed solution reuses the PCF discovery procedure as defined in 23.502[10] for provisioning or configuration of the relay discovery material and the required security material.
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Figure 6.1.2-1: Procedural call flow for key management in 5G ProSe
Step 0a-0e: The remote UE seeking access via UE-to-Network relay, REAR (Remote Access via Relay) sends a UE policy provisioning request to the AMF. The request may include the Remote UE capability i.e., ProSe UE capability, PC5 capability. 

AMF sends N5gddnmf_UEpolicycontrol_update or Npcf_UEpolicycontrol_update request over Service based interface to discover the corresponding PCF or 5GDDNMF and requests for the policy required for ProSe UE Discovery and security material. 

5GDDNMF or PCF responds back with Npcf_GetDiscovery_info response message with ProSe relay UE discovery and security material to 5GDDNMF. The 5GDDNMF sends back N5gddnmf_UEpolicycontrol_update response with the required ProSe relay discovery and security material. AMF delivers the ProSe relay discovery and security material to the Remote UE.

The UE-to-Network relay gets authenticated and authorized by the network to support as a relay for ProSe communication. 

Editor's Note: The definition of 5GDDNMF shall be aligned with SA2.
Step 1: The Remote UE sends a key request message to the AMF, where the message includes the ProSe Remote access indication and 5G-GUTI if already assigned or the SUCI. This solution based on single hop relay i.e., one UE-to-Network relay between Remote UE and the core network. The proposed solution also works for multiple hop relay communication.

The ProSe Remote access indication is set to 1, which indicates that there is only single hop UE-to-Network relay in between.

The AMF forwards the Key request to the AUSF instance which is capable of authentication, authorization and key derivation for the ProSe UE-to-Network relay communication.

Step 2: In order to authorize the UE requesting for keys for remote access, the AUSF sends Nudm_UEAuthentication request to UDM and retrieves the UE details or subscription data. In this message the AUSF includes ProSe Remote access indication and 5G-GUTI or SUCI.

Step 3: On receiving the Nudm_UEAuthentication request, the UDM verifies the 5G-GUTI or SUCI and sends the corresponding SUPI to the AUSF in Nudm_UEAuthentication response message.

Step 4: On receiving the SUPI from UDM, the AUSF generates the REAR Key for Remote UE communication via UE-to-Network relay. REAR key will be used for deriving the ProSe key KNR_ProSe. 

Input to the Key Derivation Function for deriving the REAR key is as follows:

REAR Key = KDF (Latest KAUSF, SUPI of the Remote UE, Relay UE ID bound to SUPI of relay/TempID of relay, other possible parameters)

The generated key is 256 bits in which, the 128 bits MSB of key is the REAR Key and the other 128 bits is the REAR Key ID. The purpose of REAR Key ID is to identify the REAR key.

Editor's Note: The input parameters to derive the keys are FFS.
Step 5: AUSF sends the generated REAR key and Relay UE ID/TempID of Relay which is bound to UE-to-Network relays SUPI in the key response message to the Remote UE.

Step 6: Remote UE discovers the relay UE using any of Model A or Model B method. The discovery message must include the relay UE ID provided by the AUSF.

Step 7: After the discovery of the UE-to-Network relay, the Remote UE sends the Direct communication request to the discovered relay for establishing secure PC5 unicast link. The message should include Relay Service Code or ServiceID, 5G-GUTI of the Remote UE and Message Authentication Code MACREAR. 

Step 8: On receiving the Direct Communication request, the UE-to-Network relay sends a key request message Relay Service Code or ServiceID, 5G-GUTI of the Remote UE and Message Authentication Code MACREAR received from the remote UE.

Step 9: AUSF authorizes the remote UE requesting for remote access by checking the MACREAR using the REAR key, and 5G-GUTI. 

Step 10: After authorization the AUSF generates the ProSe key to be used for Remote access via Relay. 

The input to the KDF for generating ProSe key is as follows:

KNR_ProSe = KDF (REAR key, 5G-GUTI, Relay Service Code or ServiceID, KNR_ProSe freshness parameter, other possible parameters). KNR_ProSe freshness parameter can be any nonce or counter or random number.

Editor's Note: The purpose of KNR_ProSe is FFS. 
Step 11: AUSF sends the KNR_ProSe freshness parameter in the key response message to the UE-to-Network relay.

Step 12: The UE-to-Network relay sends the received KNR_ProSe freshness parameter to the Remote UE in Direct Security mode command message.

Step 13: The remote UE generates the ProSe key to be used for Remote access via Relay same as defined in step 10.

Step 14: Remote UE sends the Direct Security mode complete message to the UE-to-Network relay. Further communication between Remote UE and Network takes place securely via the UE-to-Network relay.

Editor's Note: This solution assumes and require network connectivity for both remote UE and relay UE. 
Editor's Note: This solution may impact more than one key issue.

6.1.3
Evaluation

TBD
************************END CHANGE*******************************
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