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1
Decision/action requested

The solution #15 is updated for more clarity on several aspects.
2
References

[1]
3GPP TR 33.809 “Study on 5G security enhancements against false base stations”
3
Rationale

The solution #15 is uipdated for more clarity on several aspects.
4
Detailed proposal

Begin of Changes

6.15
Solution #15: Mitigation against the authentication relay attack with different PLMNs
6.15.1
Introduction

This solution addresses key issue #5: Mitigation against the authentication relay attack, assuming that the victim UE and malicious UE, as defined in key issue #5, are residing in different PLMNs.

6.15.2
Solution details

If the victim UE and the malicious UE are located in different PLMNs, then it is not possible to setup a successful registration since the serving network name is part of the key derivation, thus the NAS keys would differ in the victim UE and in the AMF serving the malicious UE. The NAS SMC would fail, but neither UE nor the AMF know why. It is assumed here that the malicious base station does not use the PLMN ID of the malicious UE, since the victim UE would not perform any PLMN reselection to the malicious base station, but rather would camp on it if it is the same PLMN as the surrounding PLMN. This solution tries to capture indications within the three potentially involved networks of the victim UE, the malicious UE and the HPLMN of the victim UE.
Indications in the AMF: 

· The AMF receives a Service Request from a completely unknown UE with a wrong GUTI pointing to a different PLMN. The AMF also does not have the security context used by the UE and will reject the NAS message.

· The authentication with the victim UE is successful, but NAS SMC with the victim UE fails since the NAS keys in the AMF and in the victim UE are different. The victim UE may send a Security Mode Reject message with an indication that the integrity check failed of the NAS SMC from the AMF. The malicious basestation or UE may block the reject message since it can be send only in clear.

Indications in the UDM/AUSF: 

· The UDM detects that the victim UE suddenly “moves” to a different PLMN. The UDM may compare the time of last successful registration with the new authentication request from the PLMN the malicious UE is located and also may compare the distance. It may be easy for PLMNs in different continents but more difficult with a high density of PLMNs and countries, e.g. in Europe. If the AMF would provide more fine granular location information than the serving network name, then the UDM may be able to perform a better estimation since the last serving cell ID is stored in the UDM with time stamp. 

· UDM may get suspicious if the authentication was successful but AMF reports failed NAS SMC. 
Indications in the (victim) UE:

· The UE assumes to be successfully registered to the network but receives a reject message to the Service Request.

· The UE performs successful authentication but then is not able to verify the integrity of the NAS SMC. 

· The UE may try to inform the AMF with a Security Mode Reject message, but since it is send in clear text, the malicious base stantion or UE could block it. 

· The victim UE shall perform cell reselection and start initial registration. The victim UE may internally mark the cell of the malicious base station as an invalid cell so that it does not go back to it at a later time after performing cell-reselection.

The indications could be combined together in the following procedure: 
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Figure 6.15.2-1: Procedure to detect Authentication Relay Attack in different PLMNs

1. 
It is assumed that during the RRC establishment procedure (step 1), the victim UE and the malicious UE act independently in the different locations. The malicious UE may be triggered with the first RRC message, RRC Setup Request or RRC Setup Complete. It is further assumed that the Malicious UE replaces the victim UE's S-TMSI (e.g. NG-5G-S-TMSI) from the RRC Setup Request with a malicious UE's S-TMSI in form of a random string. Usually the RRC layer uses a random string when there is no S-TMSI provided from the upper layers (e.g. NAS layer). The Genuine Base station in PLMN#2 and the HPLMN of the Victim UE (UDM/AUSF) do not necessarily need to be the same one. Once the AMF in the PLMN#2 receives the Initial NAS message forwarded from the Malicious UE in step 1, the AMF determines that there is no NAS context (e.g. security, access and mobility context) corresponding to the 5G-GUTI and AMF determines that the 5G-GUTI contains PLMN ID different from the PLMN ID of PLMN#2. The AMF is not able to check the integrity protection of the NAS message and is not able to de-cipher the NAS container. It is assumed that the UE still assumes it is in the same network (PLMN#1), i.e. when the UE has a security context, the UE shall send a message that has the complete initial NAS message ciphered in a NAS Container along with the cleartext IEs with whole message integrity protected. This Initial NAS message may be a Service Request or a periodic/mobility Re-Registration request message because if a UE would perform PLMN selection e.g. due to roaming, then it would send the SUCI in the unprotected initial NAS message since it does not have a security context and a valid 5G-GUTI assigned from the PLMN where the UE camps. Depending on the NAS message, the AMF rejects the request since the UE is unknown in the network and may include an error cause that the 5G-GUTI is invalid. Based on reject message, the Victim UE starts an Initial Registration Request with its SUCI and UE capabilities

2. 
According to normal procedure the AMF sends a Nausf_UEAuthentication_Authenticate Request message in step 5 to the AUSF of the HPLMN of the Victim UE. This message contains also the serving network (i.e. PLMN#2) identifier. 

3. 
The UDM makes a plausibility check whether it is possible to travel from the last known location to the new location within the time when this new registration request occurred. If implemented in the HPLMN, then the HPLMN could already deny the authentication request to the AMF with a location mismatch cause value. 

4.
The AUSF provides the challenge to the AMF (SEAF), e.g. the AKA’ challenge or the 5G Serving Environment Authentication Vector (RAND, AUTN, HXRES*). 

5.
The AUSF will perform normal primary Authentication procedure (e.g. 5G AKA or EAP-AKA’) of the UE 

6.
Once the authentication is successful, the UE and the AUSF derive in the KSEAF but with different PLMN IDs as input to the KDF, resulting in two different keys in the UE and in the AUSF i.e. KSEAF1 and KSEAF2.

7.
The AUSF provides the KSEAF2 to the AMF, which further derives the KAMF and the NAS keys. 

A successful authentication procedure always results in a new KSEAF, which means all derived other keys KAMF and for NAS and AS are renewed in AMF and the UE, thus the Security Mode Command procedure needs to be carried out after every authentication procedure. 

8. 
The AMF sends the Security Mode Command to the UE, integrity protected with KNASint2.

9.-
Upon reception of the Security Mode Command message, the UE knows that the Authentication procedure was successful. The UE tries to verify the integrity of the Security Mode Command but the UE fails due to the key mismatch of KSEAFs and the resulting KNASint keys, i.e. KNASint1 is different to KNASint2. 

10.
The UE sends a Security Mode Reject message including an appropriate error cause value, i.e. integrity check failure. The UE may integrity protect the message (e.g. Security Mode Reject) with UE's own derived key KNASint1. This message may be dropped by the False BS or Malicious UE, since this message would lead to a key mismatch in UE and AMF for the integrity protection of the NAS message..

11.
The AMF can then verify whether it was a transmission failure or a key mismatch in based on the one of the following criteria: 

-
the AMF receives a Security Mode Reject with the error cause that the UE could not verify the integrity of the previously sent Security Mode Command; and/or 

-
in addition the AMF is also unable to verify the integrity of the Security Mode Reject from the UE, considering also that the AMF knows that UE performed successful authentication (as received from AUSF in step 6). 
-
the AMF never receives any answer to the NAS SMC for all retransmissions, i.e. as all messages in step 10 may be dropped.
12.
The AMF rejects the registration and may indicate to the UE to re-register after a cell or PLMN reselection in order to allow the UE to try from another (perhaps genuine) cell. This message may be dropped by the False BS or Malicious UE.
13.
The AMF informs the UDM about the NAS key mismatch. One reason for the key mismatch may be a man in the middle attack. Especially in case the UDM takes into account the result of step 3 and in case the Victim UE changes now to a genuine cell and starts now Initial Registration from PLMN#1 again.
In parallel the UE performs cell reselection and starts initial registration. The Victim UE may internally mark the cell of the False BS as an invalid cell so that it does not go back to it at a later time after performing cell-reselection.
The serving network has the best information about the NAS protocol and the potentially dropped messages as well as the integrity failure of the NAS SMC due to key mismatch.

The UDM can take the information of the AMF into account as well as the sudden PLMN changes within a short timeframe since the last UDM update. The UDM may use the information from the AMF for the detection of an authentication relay attack in order to enhance the precision of the detection, since it is very likely that a UE is a victim of an authentication relay attack if all factors are taken into account. The UDM may check whether other UEs were concerned previously with the same issues and trying to register to the same serving network, i.e. camping at the same false basestation and being relayed to the same malicious UE.

6.15.3
Evaluation

Impacts on the UE:

· NAS SMC reject to the AMF with error cause integrity protection failure.

Impacts on the AMF:

· Detect that the UE sends an invalid 5G-GUTI from another network in the initial NAS message.

· Detect that the authentication procedure is performed correctly with the UE.
· Detect NAS SMC failure due to key mismatch and notify UDM with error cause NAS key mismatch., or that NAS SMC procedure is never performed due to dropped messages.
· Provide information about the probability of an attack to the UDM
· Editor’s Note: How the AMF estimates the probability of an attack is FFS.
Impacts on the UDM:
· Detect location change in unreasonable time and reject authentication request with error cause location mismatch. The location change is on PLMN granularity and the definition of reasonability is left to implementation, e.g. changes between neighbour countries may not lead to an alarm.



End of Changes

