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1
Decision/action requested

It is proposed to approve the pCR
2
References

[1]
3GPP TR 33.840 V0.0.3, Study on Security aspects of the disaggregated gNB architecture  
3
Rationale

There is a peculiar situation in SA3. On one hand, security-key separation between gNB-CU-UPs is desired, and on the other hand, impact on UE/CN is not desired. This disparity could seriously limit straight-forward security solutions and could lead to unnecessarily complicated security solutions.
Therefore, we argue that SA3 should primarily take security merits into account and focus on idenditying secure soluitons(s). Then, it can be left up to other 3GPP WGs to decide whether so-and-so impacts are acceptable or not.

4
Detailed proposal

**** START OF CHANGES ****

4
Security aspects of disaggregated gNB architecture
Editor’s note: This section holds security requirements which have to be considered or addressed by any of the proposed solution.

The present document focuses on identifying secure solution(s) for disaggregated gNB architecture as defined in RAN WGs, e.g., TS38.401, etc. and primarily takes security merits into account. The present document investigates the security merits for the use cases that have been identified and described in RAN WGs. Any security solution which may have impact  on UE/RAN/CN will be communicated in time to the respective 3GPP WGs for their feedback.

**** END OF CHANGES ****

