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1
Decision/action requested

This contribution proposes a new solution for security protection of the PC3 interface.
2
References

 [1]
3GPP TR 33.847 "Study on Security Aspects of Enhancement for Proximity Based Services in 5GS".
3
Rationale

This contribution proposes a new solution for security protection of the PC3 interface.

4
Detailed proposal

It is proposed to add the new solution for security protection of the PC3 interface to the study in [1].
**** START OF CHANGES ****
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6.Y
Solution #Y: Protection of the PC3 interface using AKMA and TLS 
6.Y.1
Introduction

This solution describes how AF in AKMA TS 33.535 [7] can be used to generate the key to be used to protect the PC3 interface between the UE and the 5GDNNMF. This solution addresses key issue #10.

This solution can also be used with other AF’s used for ProSe services which are accessed in the user plane.

6.Y.2
Solution details

This solution assumes that 5GDDNMF is a separate entity and not a functionality of the PCF. This solution assumes that the 5GDDNMF takes the role as the AF in AKMA and uses AKMA procedures as defined in TS 33.535 [7] to generate a symmetric key in the UE and the AF.

This solution proposes to use TLS 1.3 with PSK authentication as described in RFC 8446 [xx].

The signaling flow in clause 6.Y.2-1 describes the establishment of TLS 1.3 with PSK authentication.

There is no separate authentication of the UE to support AKMA functionality. Instead, it reuses the 5G primary authentication procedure executed e.g. during the UE Registration to authenticate the UE. A successful 5G primary authentication results in KAUSF being stored at the AUSF and the UE.

The AUSF generates KAKMA from KAUSF and generates a A-KID which is mapped to the new generated KAKMA and pushes the KAKMA and A-KID to the AAnF.
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Figure 6.Y.2-1: Procedure for security protection of the PC3 interface between the AF (e.g. 5GDDNMF) and the UE.

Step 1) The UE mutually authenticates with and registers in the 5GC. As part of the UE authentication with the 5GC, the UE and the AUSF store a KAUSF. Additionally, the UE and the AUSF generate AKMA Key material (i.e. KAKMA and A-KID) and the AUSF sends this material to the AAnF as specified in the AKMA TS 33.535 [7]. The UDM will indicate whether the UE is allowed to use AKMA services. The PCF (or some other network function) provides the AF address (e.g 5GDNNMF address) to the UE and the UE establish PDU session with the network.
Step 2a) The UE initiates TLS 1.3 with PSK authentication with the AF server as described in RFC 8446 [xx]. The UE sends Client Hello where the ClientHello contains a pre_shared_key extension containg a PSK identity formatted from A-KID and 3GPP-akma hint together with a psk_key_exchange_modes extension indicating e.g. psk_dhe_ke. 
The following steps in 2 b)-c) are part of AKMA procedures defined in TS 33.535 [7].
Step 2b) The AF server contacts the AAnF with the A-KID.
Step 2c) The AAnF looks up the KAKMA key using the A-KID and generates a KAF key from the KAKMA key.
Step 2d) The AAnF server responds with the KAF key and the expiration time for the KAF key to the AF.
Step 2e) The AF server responds with a Server Hello with a pre_shared_key extension indicating the chosen PSK identity. 
Step 2f) The UE generates KAF from KAKMA. 
Step 2g) The UE responds with a Finished message.
Step 3 The UE and the AF server can exchange application data over a secured link.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
Editor’s Note: Whether user plane architecture is adopted by SA2 is FFS.
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