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1
Decision/action requested

SA3 is kindly asked to approve the proposed change to resolve the Editor’s Note about the required accuracy of location estimate in Solution#22 “Detecting fake base stations based on UE positioning measurements” of TR 33.809.
2
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3
Rationale

In SA3#100e meeting, the solution for fake base station detection based on the positioning measurements reported by the UE was accepted as solution#22 in TR 33.809 [1], with an Editor’s Note stating that how accurate the location estimate is required to identify FBS is FFS.

In this pCR, it is proposed to add a note in step 3 of the procedure in order to resolve the Editor’s Note. The note clarifies the required accuracy of gNB location estimate for detecting FBS based on the accuracy requirements for location services defined in TS 22.071 [2] clause 4.3 as below:
Table 4.1; Example of location services with decreasing accuracy requirement

	·
Location-independent
	Most existing cellular services, Stock prices, sports reports

	·
PLMN or country
	Services that are restricted to one country or one PLMN 

	·
Regional (up to 200km)
	Weather reports, localized weather warnings, traffic information (pre-trip)

	·
District (up to 20km)
	Local news, traffic reports

	·
Up to 1 km
	Vehicle asset management, targeted congestion avoidance advice

	·
500m to 1km
	Rural and suburban emergency services, manpower planning, information services (where are?)

	·
100m (67%)

·
300m (95%)
	U.S. FCC mandate (99-245) for wireless emergency calls using network-based positioning methods

	·
75m-125m
	Urban SOS, localized advertising, home zone pricing, network maintenance, network demand monitoring, asset tracking, information services (where is the nearest?)

	·
50m (80%)
	U.S. FCC mandate [12] and [13] for wireless emergency calls 

	·
10m-50m
	Asset Location, route guidance, navigation


For mapping to a proper category of the accuracy requirements in the table, detection of FBS can be regarded as an example of network maintenance or network demand monitoring or asset tracking, hence the required accuracy of gNB location estimate is 75m~125m.
Additionally, it is clarified in step 3 that the estimation of gNB location requires either synchronization amongst the gNBs or the LMF’s awareness of clock differences amongst the gNBs.
4
Detailed proposal

*************** Start of the 1st Change ****************
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6.22
Solution #22: Detecting fake base stations based on UE positioning measurements
6.22.1
Introduction

This solution addresses the security requirements in key issue #3 “network detection of false base stations”.
According to the informative Annex E of TS 33.501 [7] for UE-assisted network-based detection of false base station, measurement reports sent by the UE can be used to detect a false base station. Besides the measurement reports (based on MIB/SIB) sent to the serving gNB for signalling purpose described as an example in TS 33.501 [7] clause E.2, the measurement reports sent by the UE to the core network for service purpose can also be used for fake BS detection. 
Enhanced location-based service is one of the 5G key features supporting location critical applications, for which the integrity/accuracy of UE’s location is one of the feature’s requirements. While the core network is able to estimate UE’s location based on the positioning measurement reports from the UE, fake base stations which may attack UEs for location distortion, could be a major threat against the location accuracy.

The UE location could be estimated as follows: the base stations nearby the UE broadcast a set of positioning reference signals (PRS) – a type of beacon signals detected and measured by the UE for the purpose of positioning. Then the UE reports the PRS related measurements to the core network, which processes the measured data and, given its knowledge on the network topology (i.e. registered location of BSs and potential time drifts on the respective departure times of PRS), estimate the location of the UE. 


[image: image1.emf]LMF

legitimate 

Base 

Station N

legitimate 

Base 

Station F

Fake 

Base 

Station


Figure 6.x.1-1: The attacking scenario of UE positioning with a fake base station
The problem is that not all measured PRS are necessarily originating from legitimate base stations. In case there is a fake BS (as shown in Figure 6.x.1-1) nearby the UE, the PRS received by the UE may not be authentic, because the PRS are non-encrypted beacons, which can be forged/tampered/replayed by a fake BS. For example, a fake BS can forge the PRS from an unknown location or tamper the PRS intercepted from a legitimate BS nearby the UE (BS-N). A fake BS can also replay the PRS intercepted from a legitimate BS (BS-F) which is however not within the broadcasting reach to UE and far deviated from UE’s actual position.

As the UE is not able to distinguish between legitimate and non-legitimate measurements, all received measurements are sent to the core network, of which one or more measured PRS may not originate from the BSs registered in the core network. Hence, by reporting such unauthentic measurements, the UE location estimated by the core network could be distorted, i.e., not corresponding to the ground truth.

This solution provides a mechanism for the core network to detect false base stations by utilizing the positioning measurement reports in conjunction with other information sent from the UE. The solution is applicable to UEs in RRC_CONNECTED state.
6.22.2
Solution details

In this solution, besides the estimation of UE location, the locations of gNBs are also estimated based on the UE location estimate. A PHY-layer method in RAN and a checking mechanism in core network are introduced to facilitate the network to identify whether the measurements reported by the UE contain unauthentic PRS from potentially one or more fake BSs. In case there is at least one fake BS, the measurement associated with the fake BS is discarded and the UE location is estimated again with the measurements from legitimate gNBs only. The assistance information is then updated by the core network for the UE to exclude the measurements associated with the fake BS in future reports. The procedure details are described as follows.
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Figure 6.x.1-2: The attacking scenario of UE positioning with fake base stations

1.
The LMF sends configuration information for the UE to report angle and timing information for each gNB measured at the UE.

2.
The UE reports the following to the LMF:

a.
UE positioning measurements, e.g. the reference signal time difference (RSTD) for the case of Downlink time difference of arrival (DL-TDoA). 

b.
Reference signal time difference (RSTD) reports (with respect to serving cell and each neighbor gNB) together with TA of serving gNB. 

c.
The measurements used for estimation of the angle of departure (AoD) at the gNB side. These are typically the beam-specific radio signal received power (RSRP) measurements for each of the beams detected at the UE side. 

3.
The LMF estimates the UE location via an existing positioning method (e.g. DL-TDoA) first, following which it also infers the potential location of the neighbouring gNBs, by using the information received from the UE in step 2 as follows:

a.
The LMF uses the estimated UE location and the TA information (2b) to obtain the approximate distance to each of the gNBs. 

b.
The LMF identifies the angle at which each gNB is reached from the UE using the AoD information at the gNB side (2c). 

Subsequently the estimation of gNB location is obtained by combining the approximate distance to the gNB (3a) and the angle at which the gNB is reached from the UE (3b). The estimation requires either synchronization amongst the gNBs or the LMF’s awareness of clock differences amongst the gNBs.
Note: The required accuracy of gNB location estimate for detecting FBS can refer to the accuracy requirements for location services defined in Table 4.1 of TS 22.071 [xx]. If the detection of FBS can be regarded as an example of network maintenance or network demand monitoring or asset tracking, the required accuracy of gNB location estimate for identifying FBS is 75m~125m.
4.
The LMF compares the estimated locations of the gNBs with the list of registered locations of gNBs (obtained e.g. from the AMF based on serving gNB location and UE’s tacking area). If there is a mismatch of at least one gNB, the LMF discards the measurements associated with this gNB and reiterates the UE location estimation with the remaining gNBs as follows:

-
Suppose there are measurements from N gNBs, the LMF repeats the UE location estimation N times using N-1 gNBs each time, where in the i-th iteration the i, i=1,…,N gNB is excluded from the procedure.

-
If at the i-th iteration all the involved gNBs turn out to be legitimate, the procedure stops and the UE location is taken as legitimate. The gNB excluded from that iteration is then considered as a likely fake BS.

5.
The LMF updates the assistance data to the UE, indicating each of the PRS sources (i.e., the gNBs) as legitimate or not based on the outcome of step 4. For example, the assistance data specified in TS36.355 [x] may include updated information on OTDOANeighbourCellInfoList IE, where the fake BS is flagged. For a specified time interval in the future, the PRS transmitted by the fake BS is not considered by the UE and excluded from being reported to the core network.

Editor’s Note: Details in radio related methods/techniques are to be confirmed by RAN2.

Editor’s Note: Whether the solution works for false base stations pretending to be in a different PLMN that the one used by the UE to connect is FFS.

Editor’s Note: Whether the solution works for the case of network sharing is FFS.

Editor’s Note: The detection of multiple false base stations is FFS.

6.22.3
Evaluation

This solution fulfils the potential security requirement of Key Issue #3 when the UE is in the RRC-Connected state.

This solution does not fulfil the potential security requirement of Key Issue #3 when the UE is in the RRC-Idle or the RRC-Inactive state.

This solution fits in the framework for false BS detection in TS 33.501 [7] Annex E.
This solution enables the network to not only detect the existence of potential fake BSs but also estimate the location of the detected fake BSs.

This solution can serve the purposes of both fake BS detection and enhancement of UE location estimate.


This solution cannot detect FBS if the FBS does not transmit PRS.
This solution has minimum impact on the existing signalling procedure. Impacts on the specific elements are as follows:

-
Impacts on the UE

· Support enriched positioning measurement reporting.

-
Impacts on the gNB

· None.
-
Impacts on the LMF

· Support additional computation for deriving the locations of meaured gNBs and finding out the potential fake BS among the measured gNBs.

· Support assistance data updating to the UE

Editor’s Note: Further evaluation is FFS based on RAN2 and SA2 feedback, e.g. the evaluation for the performance vs the number of UE reports, and computation complexity on the LMF.
*************** End of the Changes ****************
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