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1
Decision/action requested

It is proposed to approve the changes to solution #20 in TR 33.809.
2
Rationale

This contribution adds the assessment of solution #20 using Annex A.3. 
3
Detailed proposal

****START OF CHANGES ***
6.20.3
Assessment using Annex A.3

6.20.3.1a
UE aspects

UE needs to be provisioned of a list of trust anchors (see 6.20.2.5.1). 

UE shall support secure storage of trusted anchors. 
UE needs to take into consideration results from signature and freshness verification of SI for cell selection and reselection (see 6.20.2.5). 
Editor Note: further assessment is required, e.g., SIB acquisition, (gNB) certificate/key acquisition depending on the solution variants. 
6.20.3.1b
UE actions upon detection of invalid signature
Upon detection of invalid signature, UE shall not select the cell as described in 6.20.2.5.5.
6.20.3.2

Threats that are mitigated by signed SI messages

Man-on-the-side attacks (e.g., SigOver), man-in-the-middle attacks (e.g., replay and relay), and some denial of services (e.g., from tampering with SI) are mitigated. 

6.20.3.3

Threats that are not mitigated by signed SI messages
Some denial of services (such as from bitflipping or raidio jamming of all available cells) cannot be mitigated. 

6.20.3.4
Provisioning of keys

Trusted anchors need to be provisioned into UE during manufacture, onboarding, or after registration. 

6.20.3.5
RAN aspects 

gNB needs to request digital signatures and obtain short-lived keys from DSnF. 

gNB needs to sign dynamic fields (e.g., SFN) using short-lived keys. 

gNB needs to broadcast digital signatures along with SIs
Editor Note: further assessment is required, e.g., certificate/key broadcast depending on the solution variants.

6.20.3.6
VPLMN aspects 

If the trust anchor of VPLMN is provisioned into a UE, the UE is protected when accessing the VPLMN. 
6.20.3.7
HPLMN aspects 

If the trust anchor of HPLMN is provisioned into a UE, the UE is protected when accessing the HPLMN. 
6.20.3.8
Network sharing aspects
When a gNB is shared by multiple PLMNs, the operator owning the gNB can sign SIs as long as the trust anchor of the gNB operator is provisioned into a UE. 
6.20.3.9
Roaming aspects

See 6.20.3.6 VPLMN aspects.

6.20.3.10
Regulatory aspects 

Regulatory requirements, if there are any, can be supported. 
6.20.3.11
Signature schemes

Potential signature schemes include:

-
ECDSA (recommended with named curves) 

Editor’s Note: the ECDSA profile for SUCI can be reused. 
-
RSA
-
others

6.20.3.12
Signature length

RSA: 256 byte

ECDSA: 64 byte

6.20.3.13
Resistance against Quantum Computing

TBD.
6.20.4
Evaluation 

TBD

***END OF CHANGES***

