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1. Overall Description:

SA3 would like to thank SA WG2 for their LS on user consent requirements for analytics. 
SA3 would like to inform SA2 that 2 studies have started in SA3#100bis: a study item on Security for Enablers for Network Automation for 5G (FS_eNA_SEC) and a study item on 
User Consent for 3GPP services (FS_UC3S). SA3 will address user consent in eNA as part of FS_UC3S.
Right now, SA3 can only give a general guidance: 
The principle for user consent is that if the UE input data or UE related data can be related to any information relating to an identified or identifiable natural person ('data subject'), i.e. one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, online identifier or to one or more factors specific to his physical, physiological, genetic, mental, economic, cultural or social identity of that person, then user consent is needed.
TR33.849 defines the need for user consent from privacy perspective: Personal data disclosure with the purpose to accomplish a certain application/service needs to be under user's consent, unless the disclosure is performed in the legitimate interest of the data subject, e.g. providing a service. 

As the definition of what constitutes personal data as well as what is legitimate purpose differs between jurisdictions, it may be best to design the system such that consent indications can be propagated in the system.
User consent is always bound to a particular purpose, so just because user data can be used by the network for one purpose doesn't imply that the network can use the data for another purpose.
· 
For further work on FS_UC3S in SA3, it would be beneficial, if SA2 could point out which data is expected to be collected by NWDAF that can be related to a specific user, as well as example purposes for which the data is expected to be used. For sharing with external AFs, specific requirements need to be set up to be in line with any data protection regulation (especially regarding third party processing, or processing in other jurisdictions). Other regulations may also be applicable, which will also depend on the exact data to be shared, as well as on the purpose of sharing. 
2. Actions:

To SA WG2 group.

ACTION: 
Please take this information into account and if possible, provide more details on the exact data to help SA3 to conclude on these questions. 
3. Date of Next TSG-SA WG3 Meetings:
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