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Decision/action requested

It is requested that SA3 approves this evaluation of a solution for protecting the long term key during storage in the UDR
2
References

[1]
3GPP TS 33.845, Study on storage and transport of 5GC security parameters for ARPF authentication, v0.3.0
3
Rationale

Solution 4 proposes that the long-term key is provisioned and stored in encrypted form in the UDR. This requires the creation of a key encryption key, or KEK, to encrypt the long-term key. This KEK must then be protected from being obtained or modified to the same level of security that the original long-term key was, which creates a new key issue with all the same problems. Without a solution to protecting the KEK, we have simply reduced the problem we were trying to solve, and have given the perception of security without necessarily providing any.
4
Detailed proposal

START OF CHANGE 1
7.4
Solution #4: Encrypted storage of the long-term key in the UDR

7.4.1
Introduction

This solution addresses key issue #2 on "protection of long-term key during storage in UDR".

In order to protect the long-term key during storage in the UDR, the long-term key is provisioned and stored in encrypted form in the UDR. During primary authentication, the UDM/ARPF retrieves the authentication subscription data for the UE which includes the encrypted long-term key as provisioned and stored in UDR. That is, the long-term key is never provided by the UDR in clear text and there is no need for the UDR to decrypt the long-term key.

At generation of a long-term key an encryption key is used that is shared with the UDM/ARPF where it is decrypted during primary authentication. The generation of a long-term key can be performed in the network of an operator or it can be performed at the facility where USIMs are being provisioned. 

7.4.2
Solution details

The long-term key is provisioned and stored in encrypted form if stored in the UDR. The encryption algorithm used and the method for the handling of the encryption/decryption key(s) needs to conform to the security policy requirements of the operator. This solution recommends the use of NIST approved algorithms.

Editor’s note: the encryption algorithm used and the method for the handling of the encryption/decryption key(s) is FFS.
Editor's note: whether or not provisioning to ARPF or UDR is in 3GPP scope is FFS.

7.4.3
Evaluation
This solution provisions and stores the long-term key in encrypted form in the UDR. This requires the creation of some key encryption key (KEK) to encrypt it. This KEK must then be protected to at least the same level of security as the original long-term key. Since the KEK can be stored in the UDM/ARPF and at the source of the encryption of the long-term key and since it does not have to be transferred after storage, the required high level of security of the KEK can be achieved as it is done in pre-5G networks (e.g. by using a Hardware Security Module in the UDM/ARPF).
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