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Decision/action requested

It is requested that SA3 approves this evaluation of a solution for protecting the long term key during transfer out of the UDR
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References

[1]
3GPP TS 33.845, Study on storage and transport of 5GC security parameters for ARPF authentication, v0.3.0
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Rationale

Solution 3 proposes that the long-term key is provisioned and stored in encrypted form in the UDR. This requires the creation of a key encryption key, or KEK, to encrypt the long-term key. This KEK must then be protected from being obtained or modified to the same level of security that the original long-term key was, which creates a new key issue with all the same problems. Without a solution to protecting the KEK, we have simply reduced the problem we were trying to solve, and have given the perception of security without necessarily providing any.
4
Detailed proposal

START OF CHANGE 1
7.3
Solution 3: Protection of LTK over Nudr

7.3.1
Introduction

This solution addresses key issue 3 on "protection of long-term key during transfer out of UDR". 
The solution is based on storing the long-term key encrypted in UDR and transferring it also encrypted over Nudr. As any other SBA reference point, Nudr is additionally protected using TLS as defined in 3GPP TS 33.501 [2].  

This solution is based on capabilities defined or planned to already to be defined in 3GPP TSs and does not require any additional specification work.

7.3.2
Solution details

The OAuth 2.0 based authorization framework defined in 3GPP 33.501 [2] is being enhanced in Release 16 to allows the possibility to generate OAuth 2.0 tokens to retrieve AuthenticationSubscription data ONLY to UDM/ARPF NF type of service consumers.     

This solution proposes that the protection of the long-term key while provided to the UDM/ARPF over Nudr is two-fold: 

· In the first place, the long-term key is provisioned and stored in UDR in encrypted form. This solution does not cover actual mechanisms to perform such encryption (e.g. encryption algorithms, key length, etc …).

· Secondly, as any other SBA reference point, the Nudr is protected using TLS as defined in 3GPP TS 33.501 [2]. 

These two protection levels make impossible for any intermediate actor to eavesdrop or modify the long-term key while in transit over Nudr.    
7.3.3
Evaluation

This solution fulfils the requirements of the KI by protecting the transfer of the long term key between the UDR and the UDM/ARPF in two ways: 

-          transporting the long term key in encrypted form during its transfer from UDR to UDM/APRF, and

-          additionally, protecting the transfer of the long term key over Nudr based on secure encrypted transport mechanisms (such as HTTPS).
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