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1
Decision/action requested

It is requested that SA3 approves this evaluation of a solution for protecting the long term key during storage in the UDR
2
References

[1]
3GPP TS 33.845, Study on storage and transport of 5GC security parameters for ARPF authentication, v0.3.0
3
Rationale

Solution 2 evaluation.
4
Detailed proposal

START OF CHANGE 1
7.5
Solution #5: Encrypted transfer of the long-term key between UDR and UDM/ARPF
7.5.1
Introduction

This solution addresses key issue #3 on "protection of long-term key during transfer out of UDR".

As described in 3GPP TS 33.501 [2], clause 5.8.1, the long-term key used for authentication and security association setup purposes shall be protected from physical attacks and shall never leave the secure environment of the UDM/ARPF unprotected. If stored in the UDR, the long-term key is always transported in encrypted form during its transfer from UDR to UDM/ARPF.
7.5.2
Solution details
The long-term key is transferred in encrypted form between UDR and UDM/ARPF. The encryption algorithm used and the method for the handling of the encryption/decryption key(s) needs to conform to the security policy requirements of the operator. This solution recommends the use of NIST approved algorithms.

Editor’s note: the encryption algorithm used and the method for the handling of the encryption/decryption key(s) is FFS.

The transfer of the encrypted long-term key over the Nudr interface is protected at transport level using the security mechanisms defined in 3GPP TS 33.501 [2], clause 13.1, as any other SBA interface.

During transfer, a key identifier is associated to the encrypted long-term key to enable identification of the decryption key in the UDM/ARPF.

NOTE:
The implementation of how to identify the decryption key is out of scope of 3GPP.

7.2.3
Evaluation
This solution addresses the requirements of the KI by protecting the transfer of the long-term key between the UDR and the UDM/ARPF in two ways: 
-
transporting the long-term key in encrypted form during its transfer from UDR to UDM/APRF, and
-
additionally, protecting the transfer of the long-term key over Nudr based on secure encrypted transport mechanisms (such as HTTPS).
This solution requires that the UDM/ARPF stores the decryption key. The storage of the decryption key at the UDM/ARPF is subject to the same security requirements as if the ARPF would store the long term keys. This is, the decryption key shall be protected from physical attacks and shall never leave the secure environment of the UDM/ARPF unprotected. This required security of the decryption key can be achieved as it is done in pre-5G networks (e.g. by using a Hardware Security Module in the UDM/ARPF). It may be desirable to export a protected copy of the decryption key to a backup location, to aid recovery if necessary.
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