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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …  
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 

{Not applicable for a Study Item}

	Parent Work Items 

	Unique ID
	Title

	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3
Justification

Current NPN and MEC have witnessed the increasing need to deploy UPFs at the customer side, to cater to the demanding requirement on rapid data transport from the verticals. In the scenario, UPF become more physical accessible and are likely to be jointly managed by both the operator and the customer. It is not assumed that the customer environment can provide the carrier grade security. Obvious security risks include：
· Sensitive information including user ID and charging IDs may be transmitted to UPF over N4 as defined in TS 29.244. With UPF being deployed at the customer side, the security of such sensitive information is not always guaranteed. 

· Current N4 security relies on NDS/IP. NDS/IP provides hop-by-hop security, meaning security tunnels are established between two security gateways in direct communication. Hop-by-hop security works fine when all the hops between UPF and SMF are within the operator’s network. However, when UPF is deployed at the customer side, hop-by-hop secure tunnels does not prevent spoofed UPFs to connect to operator network. 
· UPF at the customer side may be compromised and UPF resource is maliciously taken advantage of by the attacker (e.g. malicious customer). Operator needs a way to detect such misuse.  
· As the user plane anchor of customer, the UPF may face more serious attacks focusing on this dedicated customer, such as DDoS attacks with malformed messages, etc. Hence, the customized UPF filter or detection mechanism may be required. 
More analysis is needed to better under the problem space. The risks are to be mitigated by enhancing current security specification for UPF.

4
Objective

This study focus solely on the scenario where UPFs are deployed at the customer side. The outcome from the study shall not affect current 5G architecture.
The objective of this study is to study the security threats of deploying UPFs at the customer side, derive security requirements, and evaluate potential security solutions, including:

· Study the security key issues, threats and requirements of deploying UPFs at the customer side.
· Study the potential security solutions to meet these requirements. 
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR

	33.xxx

	Study on Security Enhancement of UPF deployed in the customer side
	SA#91 (Mar 2021)
	SA#93

(June 2021)

	Deng, Juan, 

Huawei,
Dengjuan5@huawei.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Deng, Juan, Huawei, dengjuan5@huawei.com
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Work item leadership

SA3 
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Aspects that involve other WGs
9
Supporting Individual Members
	Supporting IM name

	Huawei

	Hisilicon

	China Telecom

	China Unicom

	

	

	

	

	

	

	

	

	

	

	

	

	


