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Minutes
AMF re-allocation teleconference Oct 14, 2020
Participant companies: Affirmed Networks Inc., AT&T, China Mobile, Huawei, Ericsson (rapporteur), Lenovo, Motorola Mobility, MATRIXX, Nokia, Samsung, Qualcomm Inc, ZTE. 
The rapporteur opened the meeting. The rapporteur mentioned that the purpose of the meeting was to converge on the assumptions, and key issues. 

The discussion started with the rapporteur opening S3-202498 (Huawei, "pCR: Description of AMF re-allocation procedure") and S3‑202596(Ericsson, "Assumptions for the AMF re-allocation security study").

The figure "4.X-1: Registration with AMF re-allocation" of S3-202498 was discussed. 
There were some discussion on why we need to start with 3 AMF scenario as a first step. To keep it simple to workout the problem it was suggested to start with 2 AMFs and then progress to 3 AMFs scenario.

Nokia: This figure is the more complex procedure and we should focus on the initial registration case, i.e. the registration request with the SUCI. 

Lenovo: There are two cases which we need to consider while analysing the problem: 1) Initial Registration and 2) Mobility Registration Update. 

The discussion went into the details of AMF re-allocation failure problem and the problem of the UE not accepting unprotected messages. 
Nokia requested to open TS 24.501, clause "4.4.4.2 Integrity checking of NAS signalling messages in the UE"

The group discussed the interpretation of the TS 24.501, clause 4.4.4.2. 

Nokia asked what happens in the case of the AMF crashes and loses the security context. Nokia understands the messages in the list in clause 4.4.4.2 are always accepted by the UE unprotected. Take for example the IDENTITY REQUEST. If the AMF crashes and the UE attempts to register with a 5G-GUTI, the AMF can send an IDENTITY REQUEST to the UE so that the UE returns the SUCI. Nokia argued this has been the design principle even in LTE. Nokia proposed to send an LS to CT1 to ask about this clause in TS 24.501, to get clarity on UE and AMF behaviour as this message processing by the UE after NAS security establishment is very fundamental to the problem of AMF relocation. 
China Mobile: Same position as Nokia. Errors can happen on the network side and for error recovery, certain messages need to be processed by the UE. The exception to the NAS integrity check is allowed for this.
Qualcomm mentioned that this clause should be taken in combination with the clause "4.4.2.5 Establishment of secure exchange of NAS messages" because clause 4.4.4.2 talks about the establishment of secure exchange of NAS messages. There are different cases that we should analyse (a) There is no security context, (b) There is security context but there is no secure exchange of NAS messages and (c) there is security context and there is secure exchange of NAS messages. 
Huawei understands the clause 4.4.4.2 in a different way from Nokia, otherwise there are some messages such as the Registration Reject that have impact on the security of the system if they are left unprotected.  Such interpretation by Nokia comes in contrast with the purpose of this study. 

Ericsson has the same understanding as Huawei and asked the UE vendors to state their understanding of the clause. Ericsson mentioned that in the case of AMF crashing there may already exist a recovery mechanism for both the UE and the network (AMF). Ericsson does not want to speculate.  
Nokia also asked the UE vendors to state their understanding of the clause 4.4.4.2 in the chat. Nokia also mentioned that if in Step 12 of Figure 4.X-1 of S3-202498, if there is an IDENTITY REQUEST, this message is accepted by the UE. 

Lenovo has the same understanding as Nokia on Identity Request handling by the UE and discussed the following reference from TS 33.501 and provided the same in the chat. 

--- excerpt from TS 33.501 ---

6.12.4    Subscription identification procedure
The subscriber identification mechanism may be invoked by the serving network when the UE cannot be identified by means of a temporary identity (5G-GUTI). In particular, it should be used when the serving network cannot retrieve the SUPI based on the 5G-GUTI by which the subscriber identifies itself on the radio path.

 --- excerpt from TS 33.501 ---
Lenovo mentioned that although their understanding is the same as Nokia's they would not like to hold the study from progressing. 
Ericsson asked again Qualcomm about the three cases of TS 24.501, 4.4.2.5. 

Qualcomm mentioned that if the UE goes to IDLE it exits the state of secure exchange of NAS messages. So there is a need to analyse carefully all the cases of secure exchange of NAS messages. 
Nokia re-stated that the UE will accept unprotected AUTHENTICATION REQUEST in Step 12 of Figure 4.X-1 of S3-202498. 

Ericsson mentioned that we should not generalise the UE behaviour from one case (IDENTITY REQUEST) because this case has an "if" statement in parentheses in TS 24.501 clause 4.4.4.2. 

Nokia proposed that SA3 sends a LS to CT1, but didn’t want the study to be stopped because of the LS.
Huawei mentioned that this goes against the purposes of the study, but they are ok to send an LS to CT1. 

Ericsson also said that they are ok sending the LS to CT1 and asked who would be willing to hold the pen for the LS. 

Nokia offered to hold the pen.

The group also discussed whether we should note all the documents submitted for this meeting, but the group didn't converge on this. 
The rapporteur closed the meeting and thanked everyone for their time.  

