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Decision/action requested

This pCR proposes a Key Issue to TR 33.840 on Impact of Simultaneous CU-UP applying common UP security for a UE’s UP security
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Rationale

In a scenario where different gNB-CU-UPs are selected for a UE, to provide different services simultaneously, a user plane security compromise at a single gNB-CU-UP will impact the over all user plane security of the UE (as all user planes for a UE share the same UP security keys). Further if any specific service (example. a URLLC based user plane connection(s) established with one gNB-CU-UP) needs service privacy from other simultaneous user plane connections established with different gNB-CU-UPs, then it is not possible to ensure service privacy with the current UP security principle. As the 5G system is expected to provide robust security for its end user services, SA3 should consider the disaggregated gNB deployment scenario and provide proactive measures to prevent any level user plane security breach in 5GS.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.840.
*****Start of Change*****
5.X
Key Issue #X: Impact of simultaneous gNB-CU-UP applying common User Plane Security
5.X.1
Key issue details

A gNB may consist of a gNB-CU-CP, multiple gNB-CU-UPs and multiple gNB-DUs. The gNB-CU-CP selects the appropriate gNB-CU-UP(s) for the UE requested services as defined in TS 38.401. To provide different set of services simultaneously for a UE, a gNB-CU-CP can select one or more gNB-CU-UPs at different physical locations (for example one for an URLLC service and the other for an eMBB service) but establishes a common user plane security as in Rel.16. Applying same user plane security (same UP keys (KUPint and KUPenc)) for all simulatenous user plane connections of a UE irrespective of its gNB-CU-UP location may impact the user plane security of the UE. As the 5G system is expected to have a robust security by design, it is more relevant to address this key issue in Rel.17 to prevent any level of user plane security breach in 5GS.

Note: It is FFS if there is any impact on the E1 interface.

5.X.2
Security threats

- 
A potential compromise of one gNB-CU-UP may impact the over all user plane security of the UE(s) which has atleast one user plane connection established with the compromised gNB-CU-UP. 

5.X.3
Potential security requirements

The following security requirement shall be applicable to a scenario where multiple distributed gNB-CU-UPs are serving the UE simultaneously.

· The 5G system shall ensure that, a breach in one gNB-CU-UP does not result in the security breach of other gNB-CU-UPs serving the same UE.
Note x: Changes are applicable to Rel-17 onwards and solution should support backward compatibility.

Note y: Potential solutions shall not compromise the requirement that the NG-RAN internal architecture (i.e., CP/UP separation and DU/CU split) is invisible to the UE.
*****End of Change*****
