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1
Decision/action requested

This contribution proposes a new key issue for the security of the AMF re-allocation procedures.
2
References

[1]
3GPP TR 33.864 "Study on the security of Access and Mobility Management Function (AMF) re-allocation".
[2]


3GPP TR 23.502 "Procedures for the 5G System (5GS)".
3
Rationale

This contribution proposes a new key issue for security of AMF reallocation procedure.

4
Detailed proposal

It is proposed to add a new key issue for security of AMF reallocation procedure to the study [1].

**** START OF CHANGES ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
 [XZ]
3GPP TS 24.501: " Non-Access-Stratum (NAS) protocol for 5G System (5GS)".
**** NEXT CHANGES ****

5.x
Key Issue #x: Security of AMF re-allocation procedures
5.x.1
Key issue details 
This key issue addresses the security handling of the indirect AMF re-allocation case. The security handling of the AMF re-allocation is not a straightforward matter and already studied solutions in the course of past SA3 meetings have proposed solutions that impact the network, the UE or both. It is therefore important to understand the implications of the AMF re-allocation procedure on the UE and the network side so that in the end any concluded procedure(s) is/are secure.
On the UE side TS 24.501 [XZ], clause 4.4.4.2, states that the UE shall not accept any unprotected NAS messages (including Authentication Requests) as soon as it has established security. However, for the network to determine whether there needs to be an AMF re-allocation, security has to be established (i.e. NAS SMC) in order for the sensitive slicing information (NSSAI) to be transported to the handling AMF. This combined with the fact that the initial handling AMF is not necessarily the one which can handle slicing means that there will be AMF re-allocation with a high probability in the absence of direct communication paths between involved AMFs. In turn this implies that one AMF holds the shared security context with the UE (Initial AMF) while another one (Target AMF) needs to establish new security context with the UE with or without the help of the already established security context. At least two approaches exist for solving this issue: 
A) One approach is establishing new security context by using already existing context. One of the ways is to transfer security context between AMFs. In the context of the indirect case handling since the Registration Request is routed via RAN one obvious security solution could be to route the security context via RAN as well. However, this breaks the security principle of key separation between the security domains of the Core Network and RAN. As a result, if the security handling of AMF re-allocation involves any security context transfer in the network such a transfer needs to be carefully designed in order to preserve good security practices. Other ways of re-using existing security context may exist as well. 
B) The second approach is establishing new security context without using any existing one. That means that the network has to coordinate with the UE in a secure manner so that neither the network nor the UE use existing security context in order to setup new security context. 
 Please observe that there may be other types of grouping of approaches to this issue. None of the approaches is free of issues and careful security handling needs to consider these aspects. 
5.x.2
Security threats

The security threats of the AMF re-allocation depend on the approach for solving the issue of secure AMF re-allocation in light of potential isolation requirements coming from the deployment reality. 

The use of existing security context to derive new security context and more specifically security context transfer approaches, risk the sharing of sensitive security context parameters with RAN or other network entities or network functions that do not need this information. Therefore, security principles such as the separation of keys for security domains and the information sharing on a need to know basis, may be violated. In turn security parameters may be exposed to modification, eavesdropping and unauthorized use. 
Approaches that allow the Target AMF to re-establish new security context with the UE without using any existing security context, means that the network and UE may need to relinquish existing security context or introduce exceptions to security handling. This in turn may open up for new attacks for the UE side on the air interface.
5.x.3
Potential security requirements

The new solutions shall not open up for new attacks over the air interface. 
The target AMF should not have access to the 5G NAS security context used in the initial AMF/old AMF with the UE.

5G NAS security parameters shall be protected from modification and eavesdropping when transferred in the network. 
**** END OF CHANGES ****

