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1	Decision/action requested
This contribution adds conclusion into clause 8.
2	Rationale
At present, some operators have built a commercial 4G/5G core network based on virtualized network equipment (like vMME, vAMF, vUDM etc.). In order to ensure the security of virtualized network products, SECAM and SCAS for GVNP shall be needed. This contribution adds conclusion into clause 8.
3	Detailed proposal
****************** Start of the change ******************
[bookmark: _Toc18060207][bookmark: _Toc40690263]8	Conclusion
[bookmark: _Toc18060208][bookmark: _Toc40690264]8.1	Impact to existing SECAM/SCAS documents

Editor's Note: This clause will describe the impact to existing SECAM/SCAS documents (including TR 33.916, TR 33.926, TS 33.117, etc.).
According to the gap analysis in clause 4, SECAM in TR 33.916 [2] is a basis of SECAM for GVNP. The analysis of security threats, security requirements and test cases in clause 5 are also largely based on TR 33.926 [3] and TS 33.117 [4] with some additional threats, requirements, and test cases identified. So, the existing SECAM/SCAS documents can well apply to GVNP and the existing contents in them are not impacted by the introduction of GVNP. 
How the differences in SECAM for GVNP and the additional threats, requirements, test cases identified for GVNP should be captured is concluded in the following sub-clause.

[bookmark: _Toc18060209][bookmark: _Toc40690265]8.2	Way forward of SECAM/SCAS for 3GPP virtualized network products
Editor's Note: This clause will describe the way forward of SECAM/SCAS for 3GPP virtualized network products.

Network Function Virtualization enables the rapid, flexible telecom service deployment and is cost-efficient. The usage of NFV also makes the deployment of the 5G network slices and the SBA architecture easier than the traditional network, which motivates many operatiors to transit their networks to virtualized networks. Operators can purchase virtualized network products according to various deployment modes. Currently, some 4G virtualized network products (e.g. vMME, virtualization layer and hardware, vSGW-C, etc.) and 5G virtualized network products (e.g. vAMF and virtualization layer, vPCF, etc.) have already been deployed. Physical network devices will gradually realize some virtualization functions based on service characteristics, hardware characteristics, and so on.
Although there is no significant gap between GNP and GVNP in terms of SECAM/SCAS as identified in clause 4, there are still some security threats and requirements specific to generic virtualized network products identified in the present document, which can serve as the basis for the SECAM and SCAS of specific virtualized network products. In conclusion, the following way forward is proposed:
- As the differences in SECAM for GVNP are minor, it is proposed to expand the scope of current TR 33.916 [2] to introduce the methodology adapatation specific to GVNP. 
- It is proposed to capture the threats and critical assets specific to virtualized network product class in a new TR (to pair with TR 33.926 [3]).
- It is proposed to capture the requirements and corresponding test cases for GVNP in a new TS (to pair with TS 33.117 [4]). 
- The progress of this document should be informed to the GSMA, who will make decision on the SECAM Accreditation Body of GVNP and the potential specifications related to accreditation of the vendor virtualized network product development and virtualized network product lifecycle management process, accreditation of the test lab etc.
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