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1
Decision/action requested

The contribution proposes to update the key issue on provisioning of credentials.
2
References

[1]
3GPP TR 23.700-07: “Study on enhanced support of non-public networks”
[2]


3GPP TR 33.857:” Study on enhanced security support for Non-Public Networks”
3
Rationale

At SA2-140e, SA2 concluded on KI4 in [1] concerning “UE Onboarding and remote provisioning”. This contribution proposes to update the KI to reflect the conclusions drawn by SA2 to create the foundation of the KI in SA3. The KI leaves out two topics for further study, because these have not been agreed in scope and further study is required by SA2 [1]. The topics are security impacts related to CP based provisioning protocols and a procedure to update the UDM (AAA) with subscription credentials.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [2
].
**** START OF CHANGES ****
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**** NEXT CHANGES ****
5.2
Key Issue #2 Provisioning of Credentials

5.2.1
Key issue details

This Key Issue aims at addressing security implications introduced in solutions related to Key Issue #4 in TR 23.700-07 [3]. 

The objective of Key Issue #4 in TR 23.700-07 [3] is twofold, UE onboarding and then remote provisioning of non USIM credentials for SNPN. This Key Issue aims at treating the security implications related to the provisioning part. 

Based on conclusions drawn in [3] the study should encompass the following aspects of remote provisioning for SNPN’S.
· Security implication related to establishing a UP connection, PDU session, to the onboarding network.
NOTE: The UP based provisioning protocol is out of scope according to [3].
· Security and privacy implications related to storing the PS address and DNN/NSSAI on the UE or providing it from the onboarding network.
· Security implication related to delivering onboarding configuration data in the Protocol Configuration Options (PCO) in the PDU session establishment response to the UE.
· Security implication related to delivering the onboarding configuration data in the registration request using UE Route Selection Policy (URSP).
· Security implications related to onboarding configuration data configured in the UE using service specific policies subject to UE capabilities similar to what is used for V2X communications as specified in TS 23.287 [A].
Editor’s note: Its FFS to include the topic of CP based provisioning into the study. 
Editor’s note: Its FFS to include the topic of a procedure to update the UDM (AAA) with subscriber credentials. 
Designing completely new protocols is not in scope of this key issue
Editor’s note: other details are FFS.
5.2.2
Security threats

Unprotected provisioning of SNPN credentials may cause the SNPN credentials to be obtained or manipulated by on-boarding network. 
5.2.3
Potential security requirements

The PS address and DNN/NSSAI shall be integrity protected [3]. 

FFS

**** END OF CHANGES ****

