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1
Decision/action requested

SA3 is kindly asked to approve the proposed changes in TR 33.818 v0.7.0.
2
References

[1]
3GPP TR 33.818 v0.7.0
Security Assurance Methodology (SECAM); and Security Assurance Specification (SCAS);  for 3GPP virtualized network products
3
Rationale

In current TR 33.818 v0.7.0 [1], the threat analysis of DoS attack via changing virtualized resource for the three types of GVNP is not quite complete. This pCR proposes additional text for the threat analysis and then adds the threat reference in each of the corresponding test cases accordingly.
In addition, the requirement in clause 5.2.5.5.7.3 of current TR 33.818 v0.7.0 [1] states that “The VM of GVNP type 1 shall be restricted to using the assigned virtualised resource”. However, according to the definition of GVNP, type 1 does not contain the VM which is part of the virtualization layer providing the assigned resource to the VNF layer. I.e. the subject in the requirement is not a part of the product to be tested. Therefore, it is proposed to remove the entire clause containing the requirement.   

4
Detailed proposal

*************** Start of the 1st Change ****************

5.2.4.2.2.8 Denial of Service
The threats in all sub-clauses of clause 5.3.7 for TR 33.926[3] are generic, so they also apply to GVNP of type 1. In addition, there is DoS attack due to changing virtualisation resource that is used by GVNP. The detailed threat description is as follows:
 -
Threat name: changing virtualisation resource without authorization
-
Threat Category: DoS

-
Threat Description: There are several ways to cause a DoS attack for the GVNP: a compromised virtualisation layer can change the virtualisation resource used by a GVNP without authorization, or a malicious VM can illegally occupy the host's resources of another VNF instance deployed on the same host to result in resource limitation of the VNF, or a compromised VNFM can scale in a GVNP or scale down the virtualisation resource used by a GVNP or even terminate a GVNP instance without authorization. 
-
Threatened Asset: GVNP applications, sufficient processing capacity

*************** Start of the 2nd Change ****************

5.2.4.3.2.8 Denial of Service
The threat in all sub-clauses of clause 5.3.7 for TR 33.926[3] also applies to GVNP of type 2.
In addition, all text from clause 5.2.4.2.2.8 also applies to GVNP of type 2 in decoupling scenario. Moreover, as GVNP type 2 contains the virtualization layer in addition to GVNP type 1, the virtualization layer of GVNP type 2 could face the threats coming from the VIM which manages it via NFVI-VIM interface. The detailed threat description is as follows:
-
Threat name: changing virtualisation resource via a compromised VIM or unprotected NFVI-VIM interface 
-
Threat Category: DoS

-
Threat Description: A VIM which manages the virtualization layer is responsible for assigning virtualized resource as requested. If the VIM is compromised or the NFVI-VIM interface is not securely protected, an attacker can change the virtualized resource used by a GVNP by manipulating the allocation of virtualized resource. For example, when an instantiated VNF is running, a compromised VIM or the insecure NFVI-VIM interface can misguide the virtualization layer to reduce the resource of or delete a VM on which a VNFCI is running. This can result in the reliability, availability or even illegal termination of a GVNP and hence the denial of service. 
-
Threatened Asset: GVNP applications, NFVI-VIM interface, sufficient processing capacity

Editor’s Note: Additional threats are FFS.
*************** Start of the 3rd Change ****************

5.2.4.4.2.8 Denial of Service
All texts from clause 5.2.4.3.2.8 also apply to GVNP of type 3.
Furthermore, as GVNP type 3 contains the hardware layer in addition to GVNP type 2, the hardware layer of GVNP type 3 could face the threats coming from the VIM which manages it via NFVI-VIM interface. The detailed threat description is as follows:
-
Threat name: changing hardware configuration via a compromised VIM or unprotected NFVI-VIM interface
-
Threat Category: DoS

-
Threat Description: A VIM which manages the hardware layer is responsible for configuring hardware resource and exchanging state information. If the VIM is compromised or the NFVI-VIM interface is not securely protected, an attacker can tamper the hardware configuration so that the virtualized resource supported by the hardware layer becomes unreliable. For example, a compromised VIM or the insecure NFVI-VIM interface can misguide the NFVI to detach a hardware accelerator from a VNFCI.
-
Threatened Asset: GVNP applications, NFVI-VIM interface, sufficient processing capacity
Editor’s Note: Additional threats are FFS.
*************** Start of the 4th Change ****************





*************** Start of the 5th Change ****************

5.2.5.6.7.1 Security functional requirements on virtualisation resource management 
Requirement Name: secure virtualisation resource management
Requirement Description:

1. To prevent a compromised VIM from changing the assigned virtualised resource, the VNF shall alert to the OAM when the VNF cannot detect a VNFC message.
2. A VNF shall log the access from the VIM.
Note: The VIM manages the virtualisation resource assignment and synchronization of virtualized resource state information. In the implementation, the VIM and the virtualisation layer are coupled and provided by one vendor, they trust each other. The operations should check whether the VIM is trust or not.
Threat Reference: Clause 5.2.4.3.2.3 of the present document, “The threats on interface between virtualisation layer and VIM”; Clause 5.2.4.3.2.8 of the present document, “changing virtualisation resource via a compromised VIM or unprotected NFVI-VIM interface”; 
Test case: 

Test Name: TC_SECURE VIRTUALISATION RESOURCE MANAGEMENT
Purpose:

1. To test whether the VNF alerts to the OAM when find the abnormal situation, e.g. a VNFCI is deleted by VIM. 

2. VNF shall log the access from the VIM.
Procedure and execution steps:

Pre-Condition:

There are an OAM and a NFVO (or simulated OAM and NFVO) on the test environment.

Execution Steps

Execute the following steps:

1. The tester logs to the VIM and deletes a VM of a VNF;
Expected Results:

1. The VNF alerts to the OAM. The alert from the VNF is found in the OAM.  
2. The VNF logs the alert.
Expected format of evidence:

Screenshot contains the alert in the OAM and the alert in the log of the VNF.
*************** Start of the 6th Change ****************

5.2.5.7.7.1 Security functional requirements on hardware resource management 
Requirement Name: secure hardware resource management
Requirement Description:

The VIM manages the hardware resource configuration and state information exchange. When the VIM is compromised to change the hardware resource configuration, an alert shall be triggered by the hardware. The administrator can check the alert and find the attack at latter.
Threat Reference: Clause 5.2.4.4.2.3 of the present docuemtn, “Threats on interface between hardware and VIM”; Clause 5.2.4.4.2.8 of the present document, “changing hardware configuration via a compromised VIM or unprotected NFVI-VIM interface”
Test case: 

Test Name: TC_SECURE HARDWARE RESOURCE MANAGEMENT
Purpose:

To test the hardware alerts the error of the hardware resource configuration from the VIM.
Procedure and execution steps:

Pre-Condition:

There is a VIM (or simulated VIM) on the test environment.
Execution Steps

Execute the following steps:

1. The tester utilizes the VIM to make an error hardware resource configuration.
2. The tester checks whether an alert is triggered or not.
Editor’s note: The detailed error hardware resource configuration is ffs.
Expected Results:

 The hardware triggers an alert.
Expected format of evidence:

Screenshot contains the alert.
*************** End of the Changes ****************

