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1	Decision/action requested
This paper discusses the need for a new SID in SA3 to evolve the security for MUSIM System Enablers
2	References
[1]	TR 23.761: Study on system enablers for devices having multiple USIMS
[2]	SP-190573:  LS on the scope of study/work item on support for multi-USIM devices
[3]	S2-2006037: LS on System support for Multi-USIM devices
[4]	S2-2006011: LS on System support for Multi-USIM devices
3	Rationale
SA2 has progressed the study on FS_MUSIM (TR 23.761). To finalize the work, SA2 has sent an LS to SA3 (S2-2006011), asking for feedback on the following questions. The original agenda of SA3-100-E didn’t include this LS, but we think discussing this LS at this meeting helps decide on the SID proposal for Security Study on system enablers for devices having multiple USIMS. LS asks the following questions:
[bookmark: _Hlk52385175]“Q1: Please confirm whether exposing the Paging Cause in cleartext poses any privacy/security issues.”
Answer: One of the solutions in TR.23761 considers sending a paging cause as part of the [Uu] paging message. The [Uu] paging message contains the identity of UE plus a Paging Cause, i.e., two-three bits indicating the type of traffic that triggered the paging, e.g., Voice, SMS, IMS other, non-IMS, control plane signaling. History tells us that this is not a new parameter in Paging. 3G already used to have this paging cause as paging traffic type (Conversational, Streaming, Interactive, Background). In EPS, the paging traffic type was removed. MUSIM system applies to EPS and 5GS. Based on the paging cause, UE makes educated decisions whether to respond to the paging in the other system. E.g., If a Paging Cause sent to USIM2 indicates “SMS” while the device is engaged in voice service on USIM1 may lead the device to not respond to paging, the voice service is considered a higher priority. 
It is noted that, while Paging Cause is sent as cleartext, the corresponding UE identity is obfuscated with a temporary identifier (TMSI). Exposing the Paging Cause for an unknown UE identity, in our view, does not pose any security or privacy issue.
Observation1: Exposing paging cause in cleartext doesn’t pose any security or privacy issues.
[bookmark: _Hlk52386097]“Q2: Please confirm whether from a security perspective you see any blocking issues for the principle of Push Notification from a Paging Server and provide feedback on the security aspects of the communication between UE and Paging Server.”
Answer: The question is related to Push Notification from a Paging Server (as in Solution #7). Currently, there is the following Editor’s note related to this solution principle:
“Editor's note:	The security aspects of the communication between UE and Paging Server, including the details for the assignment of UE identity and credential which enable the UE to establish a secure connection with the Paging Server via the Internet, as well as any privacy issues, will be addressed by SA WG3.	“
[image: ]
TR 23.761 Figure 6.7.2-1: Simultaneous Paging from AMF A (or MME A) in system A and system B
In Solution #7 (Figure 6.7.2-1 from TR 23.761 copied above), UE is registered with two PLMNs. “Upon registration to the network associated with USIM A the UE indicates to the network (AMF) that it wants to register for paging events, e.g. because it is unable to monitor the paging channel during an active communication via the network associated with USIM B. If the network  acknowledges the UE request, it indicates to the UE the address (e.g. IP address or FQDN) of a 5GC network function, referred to as Paging Server A, that has a service-based interface in 5GC  and is also accessible via the Internet. The AMF also provides a credential and an identity for the UE, enabling the UE to register for paging events at Paging Server A via the Internet. The UE next registers with Paging Server A (e.g. using an HTTPS connection) via Internet access provided by the network associated with USIM B.”
Paging server A in the above solution acts as a Network function. UE and Paging service A are connected over the Internet through an HTTPS connection, thus providing privacy and security between UE and Paging server A.
Observation2: Exposing IP address for push notification in cleartext doesn’t pose any security or privacy issues. 
It is noted that Solution #7 is a candidate solution and is not included in the interim conclusions. If SA2 decides to progress Solution #7 to the normative phase, SA3 can define the security requirements for the protocol to be used between UE and the Paging Server.
Observation3: If Solution #7 is progressed to the normative stage, there are no issues for SA3 to define the security requirements for the protocol between the UE and the Paging Server. 
Q3: Please confirm whether, from a security perspective, you see any blocking issues for the principle of Push Notification via SMS. Please provide feedback on using the USIM credential to validate the SMS carrying the Push Notification and any privacy issue due to exposing MSISDN to another operator.


Figure 6.12.2-1: Simultaneous Paging from AMF (or MME) in PLMN A and PLMN B
Answer: The difference between solution 7 and solution 12 is that in this solution, push notifications are sent over SMS (instead of being sent over the Internet). With Solution #12, when UE is in PLMN A, UE provides MSIDSN on which UE will like to receive SMS for push notifications. In our view, the explicit indication of the MSISDN/GPSI of USIM B to be used for SMS notifications by system A indicates to the operator of system A the identity of the operator owning the other USIM, and this poses a privacy issues. We strongly believe that such MSISDN exposure should be avoided. 
Observation4: The explicit indication of MSISDN of USIM B to be used for SMS notifications by system A poses a privacy issue in that it reveals the identity of the operator owning the other USIM.
There is another note related to the push notification via SMS in the LS as follows:
“NOTE 2:	The USIM credential can be reused to validate SMS. The details will be addressed by SA WG3.”
We are not clear on the requirements and scenarios for this validation of SMS by USIM credentials. For this question, we should ask SA2 to give more information on the use-case and scenarios. 
Observation 5: for the NOTE related to the Validation of SMS by USIM credentials is not clear. SA2 should clarify the use-case and scenarios for Question3.
“Q4: Please confirm whether from a security perspective you see any blocking issues in this solution: The registration request message of UE-2 includes the GUTI of UE-1. The UE-1 and UE-2 are part of the same MUSIM UE.”
“For the solution “Informing network two USIMs belongs to same device” (new solution in S2-2006018 agreed in SA2#140e), the note below is introduced:

NOTE:	If any security issues arise due to the above step will be determined by SA3.”
Answer: In a roaming scenario, the two USIMS in a device may be served by the same serving network but with two different home networks, e.g., USIM1 for business use and USIM2 for private use. UE-1 registers to the network using USIM1 and receives GUTI1.  When UE-2 in the same device starts registration with the same serving network, the UE indicates the GUTI1 identifier allocated to UE-1. Based on the provided GUTI-1, the AMF retrieves the UE-1 context and links it together with the UE-2 context. In the case of MT call for, say, UE-1, the AMF determines that UE-1 is in Idle state, while the linked context of UE-2 is in the connected state, instead of paging UE-1, the AMF sends a NAS Notification message to UE-2 containing information for UE1.
In our view, if UE is roaming on both USIMs, linking the two UE contexts together in the AMF doesn’t pose any security issues. 
However, if UE is roaming only on USIM-1, but is connected to its home network on USIM-2, there is a possible privacy issue. For instance, consider when the user with a default subscription on USIM-1 is on a tourist trip in a foreign country and uses a pre-paid card (USIM-2) for inexpensive access to the Internet. By linking the two UE contexts together, the AMF in the foreign country will have no issues to associate the user identity of USIM-1 with the pre-paid card (USIM-2).
Observation 6: In some scenarios, the linking of the two UE contexts in the AMF may pose a privacy issue.
Also, in LS [3], consisting of questions primarily directed to RAN2 and RAN3, there is also one question for SA3.
Question: Please provide feedback if it is feasible (and secure) that the Busy Indication is sent as an RRC message instead (no NAS message to the CN), i.e., as an RRC response to paging without requiring an RRC connection.
Answer: Several TR 23.761 solutions on KI#2 (enabling of paging reception) refer to work that needs to be done in RAN WGs. For instance, busy indication in response to paging to allow the network serving USIM A while sending an indication to a network serving B relies on access stratum negotiation of short absence in system A so that the device can listen to the paging channel in system B. As there is no security at the access stratum, there may be some privacy implications. A similar issue may apply to solutions that rely on UE-provided assistance information to the network (e.g., Sol #14, Sol#17).
Observation 7: Sending busy indication as an RRC message instead of NAS message may expose privacy issues. 

4	Detailed proposal
The stage 2 FS_MUSIM study still indicates Sep 2020 as the completion date, the more likely completion dates for the study and work items should be Dec 2020 and Mar 2021, respectively. A response to SA2 LS likely needs to be sent to complete SA2 Study.  Based on the LS received from SA2, we are requesting SA3 to endorse one of the proposals as described below
Proposal 1: As the LS [3][4] was not part of the agenda for the SA3-100-Bis meeting, we propose to send replies to LSs with the above observations and not start a new study in SA3.
Proposal 2: Endorse the SID proposed in S3-202523 with scope constrained to SA2 LS [3] and LS [4] with Mar 2021 as the completion date and send LS reply to SA2 indicating SA3 is studying these issues.
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