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1 Decision/action requested 
This contribution is discussion paper on SA2 LS/CR for UPIP at full data rate.
2 References
S3-202366 SA2 LS on “mandatory support of full rate user plane integrity protection for 5G”
S2-206182 CR against TS 23.501 R16

3 Rational
In response to SA plenary mandate to have mandatory support of full rate user plane integrity protection for 5G, SA2 has sent SA3 LS (S3-202366) informing SA3 that SA2 has attempted to comply with the SA mandate. Attached to the LS is a CR SA2 approved (S2-206182).
We believe the following should also be updated accordingly (following is quoted from TS 23.501 Clause 5.10.3 as in the SA2 attached CR) :
“ . . .

The SMF may, based on local configuration, reject the PDU Session Establishment request depending on the value of the maximum supported data rate per UE for integrity protection.

NOTE 1:
Reasons to reject a PDU Session Establishment request can e.g. be that the UP Integrity Protection is determined to be "Required" while the maximum supported data rate per UE for integrity protection is less than the expected required data rate for the DN.

NOTE 2:
The operator can take care to reduce the risk of such rejections when configuring the subscribed User Plane Security Policy for a DNN. For example, the operator may apply integrity protection "Required" only in scenarios where it can be assumed that the UE maximum supported data rate per UE for integrity protection is likely to be adequate for the DN.
. . .”
Since UE UPIP support is mandatory at full data rate, i.e. the maximum data rate that the UE can support for any given data session, the DN cannot require the UE to support a higher data rate that the UE already supports.  For example, if the full rate for the UE is defined as 1Gbps, the full rate UPIP that UE supports is also 1Gbps.  The DN cannot expect the UE to support data rate of more than 1Gbps, with or without UPIP activated. Therefore, the SMF cannot reject PDU Session Establishment for a UE because the DN says “I only allow UEs that support 2Gbps UPIP”.  However, if UPIP is not required, whether the SMF can reject a PDU Session Establishment because the DN only allows UEs that supports a certain data rate (a rate that is higher than the full data rate UEs can support) is allowed is a separate issue, albeit one that is not security related.  
Therefore, the above quoted texts are not correct, not needed or ambiguous at best.

With this information in mind, we propose the following:
4 Detailed proposal
Proposal 1: Send (reply) LS to SA2 to request the removal of above quoted text or modify it in a way that is not ambiguous.
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