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1
Decision/action requested

This contribution proposes a new solution on e2e authentication between two UE2 in the UE-to-UE relay scenario.
2
References

[1]
3GPP TS 33.839 
Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC
3
Rationale

This contribution proposes a new solution new solution on e2e authentication between two UE2 in the UE-to-UE relay scenario, to support the E2E data protection between the UEs.
4
Detailed proposal

It is proposed to approve the following changes.
*************** Start of the changes ****************

6.X
Solution #X: Security establishment procedures between two UE2 in the UE-to-UE relay scenario
6.X.1
Introduction 

This solution addressed mutual authentication requirement for two UEs via UE-to-UE Relay in key issue #Y. Generally, security establishment procedures defined in TR 33.536 [8] eV2X will be reused as the baseline.

6.X.2
Solution details

This clause gives out the procedure for the security establishment.
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Figure 6.X.2-1 Security establishment procedure between UE1 and UE2 in the UE-to-UE relay scenario
The procedure assumes the UE1 and UE2 has preconfigured with the shared key ID and Key (i.e. K-ID, Key).

Step 1: UE1 performs the discovery procedure based on the Model A or Model B. It is possible that two potential UE-to-UE relays that can be selected for the services between UE1 and UE 2 are identified. 

Step 2: UE1 selects UE-to-UE relay1 to relay the following ProSe service data based on its local policy.

Step 3: (Optional) UE1 may establish the direct security establishment with the UE-to-UE relay1.

Step 4: (Optional) UE-to-UE relay1 may establish the direct security establishment with the UE2.

Note: details on Step 1-4 can be found in the other solutions of this document.

Step 5-6: UE1 sends the indirect communication request to UE2 via the UE-to-UE relay1, including the K-ID, UE1 security capability, UE-to-UE relay1 ID, a security info, where the security info can be used by the UE2 to verify the UE1 authenticity. 

Step 7: UE2 verified the security info to assure the correctness of the indirect communication request message, and may verify that the authenticity of UE-to-UE relay identified by the UE-to-UE relay ID. 

Editor’s Note: Details of the security info is FFS.

Step 8: UE1 and UE2 perform the indirect security mode command procedure to establish the NAS security connection.

Editor’s Note: whether the direct SMF procedure defined in the TR 33.536 [8] can be reused here for indirect communicaton mode is FFS.
Step 9-10: UE2 sends indirect communication response message to the UE1. 

6.X.3
Evaluation 

TBD
*************** End of the changes ****************
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