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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

 [1]
3GPP TR 33.851
3
Rationale

S3-202453 introduces a key issue on boundary 5GS TSN user plane interfaces. Since security mechanisms that are potentially required to be compatible to IEEE TSN, should also be defined by 3GPP (just as it is done in SA2 for non-security TSN functionality), requirements for DS-TT and NW-TT security need to be defined.
4
Detailed proposal

Include security requirements for boundary 5GS TSN user plane interfaces in 33.851. 
*** related to new KI proposal*** Boundary 5GS TSN user plane interfaces 

******* START OF CHANGES

Note to rapporteur: this contribution depends on agreement of S3-202453 
(5.X
Key issue #X: Boundary 5GS TSN user plane interfaces) 
5.X.3
Potential security requirements 
RFC 7384 [7] describes security requirements for time synchronization. The following requirements are in line with this RFC.
5GS shall support the security requirements for time synchronisation within a TSN working domain:

5GS acting as a TSN bridge shall have the capability to mutually authenticate with other (non-5GS) TSN bridges.

The 5GS shall have the capabilities to transmit gPTP and PTP communication integrity and replay protected via the boundary interfaces.

The 5GS may have the capabilities to transmit gPTP and PTP communication confidentiality protected.

NOTE: Confidentiality is stated as optional for time synchronization in RFC 7384 [7].
Editor’s note: Whether 5GS mandates security properties is ffs as this prevents usage of the 5GS in TSN networks not supporting the security requirements, e.g. in brownfield deployments.

******* END OF CHANGES

