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1
Decision/action requested

This pCR proposes to add one key issue for FS_5MBS_SEC.
2
Rationale

This contribution proposes a new key issue on PTP mode. 
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR33.850.
********************** First Change ****************************

5.Y
Key Issue #Y: Security requirement for PTP mode
5.Y.1
Key issue details
SA2 TR 23.757 has defined 2 deleivery mothods in the viewpoint of RAN, PTP (Point-to-Point) and PTM (Point-to-Multipoint). Following are the excerpt from Clause 4.4: 
“From the viewpoint of RAN, (in the case of the shared delivery) two delivery methods are available for the transmission of MBS packet flows over radio:

-
Point-to-Point (PTP) delivery method: a RAN node delivers separate copies of MBS data packet over radio to individual UE.

-
Point-to-Multipoint (PTM) delivery method: a RAN node delivers a single copy of MBS data packets over radio to a set of UEs.

A RAN node may use a combination of PTP/PTM to deliver an MBS packet to UEs.

NOTE : The PTP and PTM delivery methods are defined in RAN WGs and they are listed here for reference only.

As depicted in the following figure, Shared PTP or PTM delivery method and Individual delivery method may be used at the same time for a 5G MBS session depending on selected solution.
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Figure 4.4‑1: Schematic showing delivery methods
”

For the PTM mode, same packets are sent to a group of UEs, therefore the security contexts used for the the single copy should be the same, otherwise the protection can not be decrypted or be integrity verified correctly. For the PTP mode, the MBS packets are sent to the UEs separately, the security context may be different for each UEs. 
5.Y.2
Security Threats
In PTP mode, if the security context for different UEs are the same, there could be the following risk: 
-
Unauthorized service access. Since every UE is using the same key to decrypt the packets, compromise of any UE would lead to the key leakage. This attack will lead to result that unauthorized UEs gain the access of the service. The larger the UE group is, the easier the attack will be. 
5.Y.3
Potential Requirements

5GS shall support avoiding using the same security context for UEs in PTP mode.
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