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1
Decision/action requested

Update of evaluation part after resolution of editor’s notes in evaluation clause of solution “SQN protection during resynch procedure” (solution 4.4 in TR 33.846).
2
References
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TR 33.846 “Study on authentication enhancements in 5G System”.
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TS 33.102 “3G security: Security Architecture”.
3
Rationale

The following editor’s note has been captured in SA3#100 for evaluation of solution #4.4: 

Editor's Note: FFS if the solution has backward compatibility issues. 

 Observations:  

Use case: With USIM being older version and UDM being newer version:  

USIM will not store RAND value for sync failure and so AUTS will be shared to UDM. SQNms from AUTS is considered for re-sync procedure at UDM. 

Use case: With USIM being newer version and UDM being older version:  

AUTS all zeros is not a valid value for older UDM versions. Below picture shows how AUTS is calculated. MAC-S is the integrity part, which is added, and this won't be zero in ordinary cases.  

Now with newer version USIM sending AUTS all zeros and with older version UDM trying to generate MAC-S with RAND value, this generated MAC-S is not the same as received MAC-S in AUTS (zeros). Thus, this will result in error and new AV generation.  

Resolution:  

It is proposed to delete this editor's note since there is no backward compatibility issue seen with this solution. 

4
Detailed proposal

****** Update to clause Solution #4.4: 
****** SQN protection during re-synchronisation 
****** procedure in AKA
****** START OF CHANGES
6.4.4.4
Evaluation

The proposed solution has impact on the USIM and UDM.


The solution prevents the attacker from retrieving any SEQMS information from UE in a way that the existing AK (Anonymity Key) used in AUTS is enough to protect SEQMS without the need for changes of the protocol messages or the cryptographic operations.
By setting AUTS to all zeros in case of RAND-reusage, a sniffer or active attacker on the radio interface does not get any information from the synchronization failure, except the fact that there was a RAND repetition. In case the RAND repetition is due to a false base station replaying an authentication request, which the network has previously sent to a UE, to this same UE, the attacker is anyway aware that this is a RAND repetition. In regular traffic, on the other hand, it is highly unlikely that two authentication requests that cause a synchronization failure will have the same RAND. If this still happens, and the network receives an all zeros AUTS, the network gets no proof that this AUTS really comes from the UE, and the network will not be able to synchronize the SEQHE with the SEQMS. In this case it is still clear for the network that something went wrong with the authentication procedure, so the authentication procedure must be repeated. The network repeats the authentication request until it creates a RAND that has not been used to compute an AUTS before.
****** END OF CHANGES


