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1
Decision/action requested

Key issue on Abnormal UE behaviour detection by NWDAF
2
References

 [1]
3GPP TR 23.700-91
3
Rationale

A UE sends various information such as environment data, network data, etc. collected by the UE to several Network Functions. Expected UE behavior based upon this information is already defined in the respective TS of the NFs, e.g. 3GPP TS 29.503 for UDM. Since the NWDAF is then collecting this UE data from different NFs, any deviation from the UE expected behavior can be detected by NWDAF analytics. 
From security perspective, there is a need to study the UE parameters which can be used to classify which of the abnormal UE behavior may be an indication of a cyber-attack. This UE parameter selection can then further help the analysis in NWDAF to detect attacks or a faulty UE behavior. 
This key issue addresses the need to further study abnormal UE behavior detection by NWDAF.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866.

********** START OF CHANGES

A.X
Key Issue #X: Abnormal UE behavior detection by NWDAF

A.X.1
Key issue details 
A UE sends various information such as environment data, network data, etc. collected by the UE to several Network Functions. Expected UE behavior based upon this information is already defined in the respective TS of the NFs, e.g. 3GPP TS 29.503 for UDM. Since the NWDAF is then collecting this UE data from different NFs, any deviation from the UE expected behavior can be detected by NWDAF analytics. 
From security perspective, there is a need to study the UE parameters which can be used to classify which of the abnormal UE behavior may be an indication of a cyber-attack. This UE parameter selection can then further help the analysis in NWDAF to detect attacks or a faulty UE behavior. 
A.X.2
Security threats
Multiple security threats can be envisioned due to abnormal behavior at the UE: 

· UE may simultaneously create multiple PDU sessions with the NFs in an abnormal frequency to exhaust resources.

· Successful PDU session and data bearer establishment sets a 5G QoS Identifier (5QI) value. UE may attempt to send/receive uplink/downlink traffic which is not compliant with this QI value. This may result in buffer overrun, buffer errors, etc.

· UE can initiate multiple registration requests at abnormal intervals to initiate denial of service for other genuine UEs.

A.X.3
Potential security requirements

TBD
********** END OF CHANGES

