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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution suggests a new key issue for 5G ProSe, which addresses the security of one-to-many communications.
3
Detailed proposal
*** BEGIN CHANGES ***
5.X
Key Issue #X: Security of one-to-many communications
5.8.1
Key issue details
ProSe services need to be able to support group communications (i.e. one-to-many communication). The related requirements are documented in TS 22.278 [3]. For group communications, UEs are able to start communication without first discovering the receiving UE(s). This means that a UE can unilaterally start sending encrypted one-to-many data packets, which may be successfully decrypted by other group members without knowing in advance which group members can actually receive the data. Security for one-to-many direct communication in LTE Prose is specified in TS 33.303 [6]. However, it should be studied how to accommodate such procedures to 5G Prose.

In 5GS, ProSe services can be used for both public safety services and commercial services (e.g. interactive service). In TR 23.752 [2], group communications for commercial services has been studied. Therefore, the security of ProSe group communications for commercial services needs to be considered.
This key issue studies the security of one-to-many ProSe direct communication in 5G ProSe, including public safety and commercial services.
5.8.2
Security threats

Failures to protect one-to-many communications, the following threats are identified:
-
Passive attackers can eavesdrop on data packets exchanged between UEs.
-
Active attackers can intercept, modify or replay data packets exchanged between UEs.
-
An UE as a group member may be impersonated by an attacker.
In order to protect one-to-many communications, keys used to provide confidentiality and integrity protection need to be provided to the UEs. For key distribution, the following threats are identified:
-
An attacker may eavesdrop on the key distribution and obtain the keys shared between the UEs, and then the attacker can eavesdrop and/or modify all communications protected by these shared keys.
-
An attacker may modify or deceive the keys shared between UEs. This will cause the UEs to fail to receive communication data correctly or use the wrong key for communication.
5.8.3
Potential security requirements

One-to-many communications between ProSe-enabled UEs shall be protected by confidentiality and integrity.

One-to-many communications protection keys shall only be provisioned to the authorized ProSe-enabled UEs.
*** END OF CHANGES ***

