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1
Decision/action requested

It is requested that SA3 approves this new key issue on the operator control of ProSe direct communication.
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Rationale

In case of ProSe communication between ProSe UEs, operators have limited or no control over the communication. Such control is desirable, for instance to:

· Manage the frequency spectrum that is licenced to the operator

· Grant specific users the access to ProSe direct communication for a specific period etc.

This control refers mainly to the following four aspects (e.g. see [2]):

· Access authentication

· Connection control

· Resource allocation

· Lawful interception
4
Detailed proposal
START OF CHANGE 1
5.X
Key Issue #X: Operator control of ProSe direct communication 

5.X.1
Key issue details

It is desirable for the operator to have control over ProSe communication performed by ProSe UEs. This can include control over the duration for which UEs can use ProSe direct communication and the number of sessions established by a particular ProSe UE. This control has to be made possible even after the ProSe UE moves outside the range of operator.

It is assumed that ProSe direct communication is based on authorisation and establishment of secure sessions between ProSe UEs.
5.X.2
Security threats

Illegitimate access of resources to perform ProSe communication between ProSe UEs without control of the operator or beyond the operator dependent limit.
5.X.3
Potential security requirements

Authorisation and establishment of a secure ProSe direct communication session shall take into account the following:

-
Duration of usage of ProSe communication by the ProSe UEs;
-
Number of ProSe direct sessions established by the ProSe UEs.
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