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1	Decision/action requested
It is proposed to add this solution on the 5G ProSe study.
2	References
[1]	3GPP TR 23.752: " Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) (Release 17)".
[2]	3GPP TR 33.847: " Study on Security Aspects of Enhancement for Proximity Based Services in 5GS".
3	Rationale
In TR 23.752 [1], solution#6 describes how the ProSe 5G UE-to-NW Relay entity provides the functionality to support connectivity to the network for Remote UEs over Layer 3 architecture. In this case, it is possible that the applied security policies are same or different between PC5 unicast link (remote UE to UE-to-NW relay) and Uu (UE-toNW relay to 5G network). If those applied security policies are not aligned, the entire communication link can be exposed to security risks. Thus this contribution proposes a solution to address this issue. 
4	Detailed proposal
It is proposed to agree on the new solution below and include it in TR 33.847 [2].

*****Start of change*****
[bookmark: _Toc41060311]6.X	Solution #X: Security policy handling for Layer-3 UE-to-Network Relay 
[bookmark: _Toc41060312]6.X.1	Introduction
This solution addresses the KI#X: Security policy misalignment between PC5 and Uu in Layer-3 UE-to-Network Relay. 
In ProSe layer-3 UE-to-Network relay architecture, it is possible that the applied security policies are same or different between PC5 unicast link (remote UE to UE-to-NW relay) and Uu (UE-toNW relay to 5G network). If those applied security policies are not aligned, the entire communication link can be exposed to security risks as one is security activated while the other is not.
The following sub-clause explains how to address this problem. 
[bookmark: _Toc41060313]6.X.2	Solution details
This solution is designed based on the solution#6 in TR 23.752 [x] and focuses on security aspects. This solution allows the relay communication channel to be enabled only if the applied security policies in PC5 unicast link and Uu link are aligned.

Figure 6.x.2-1. Security policy handling for ProSe L3 UE-to-NW Relay
0.	During the Registration procedure, Authorization and provisioning is performed for the ProSe UE-to-NW relay(0a) and Remote UE(0b). The security policy for PC5 unicast link is provisioned in this step.
1.	The ProSe 5G UE-to-Network Relay may establish a PDU session for the UE-to-NW relay.
2.	Based on the Authorization and provisioning in step 0, the Remote UE performs discovery of a ProSe 5G UE-to-Network Relay.
3.	The Remote UE selects a ProSe 5G UE-to-Network Relay and establishes a unicast connection for ProSe one-to-one Direct Communication as described in TS 23.287 [5]. When establishing the PC5 unicast link, the applied security policy is negotiated as described in TS 33.536 [y].
4.	The UE-to-Network Relay performs comparison between the applied security policy for PC5 unicast link and the applied security policy for the PDU session if created in step 1.
The Remote UE and the UE-to-Network Relay proceed with step 7 skipping step 5 and step 6 when the following cases occur: 1) the applied security policy for the PC5 unicast link is REQUIRED or PREFERRED(On) and the applied security policy for the PDU session is REQUIRED or, 2) the applied security policy for the PC5 unicast link is NOT NEEDED or PREFERRED(Off) and the applied security policy for the PDU session is NOT NEEDED.
For the other cases, it means the security policies are misaligned, thus a PDU session should be newly created or modified between the UE-to-Network Relay and the network as described in step 5 and step 6. 
NOTE: PREFERRED(On) and PREFERRED(Off) mean that the agreed security policy for the PC5 unicast link is PREFERRED, and the receiving UE decides to turn the security on or off. 
5.	If there is no PDU session established for relaying, then the UE-to-Network Relay initiates a new PDU session establishment. If there is no PDU session satisfying the security policy comparison as specified in step 4, the UE-to-Network Relay initiates a new PDU session establishment or modification procedure for relaying. The request message for establishing a new PDU session or modifying an exisiting PDU session shall include the required security policy for the PDU session in order to be aligned with the applied security policy of the PC5 unicast link.
6.	A new PDU session is established or an existing PDU session is modified if the requested security policy can be supported by NG-RAN and is allowed by SMF. Otherwise SMF shall reject the PDU session establishment request with a appropriate reject cause.
7.	For IP PDU Session Type and IP traffic over PC5 reference point, IPv6 prefix or IPv4 address is allocated for the remote UE. From this point the uplink and downlink relaying can start. 
8.	The ProSe 5G UE-to-Network Relay sends a Remote UE Report (Remote User ID, Remote UE info) message to the SMF for the PDU session associated with the relay.	
9.	The UE-to-Network Relay performs relaying function for data traffic between Remote UE and the network.

[bookmark: _Toc41060314]6.X.3	Evaluation
Security risks due to misalignment of security policies between PC5 unicast link and Uu link can be eliminated.

*****Second change*****
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[x]	3GPP TR 23.752: " Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) (Release 17)".
[y]	3GPP TS 33.536: " Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services (Release 16)".
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