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1 Decision/action requested 
This contribution proposes a new key issue for TR 33.867
2 References
3 Rational
The contribution proposes a new key issue on enabling user consent within 3GPP network.
4 Detailed proposal
*************** Start of 1st Change ****************
3.1
Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].



Personal data: the definition is depicted in Annex B in TR 33.849 [xx].
*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
5.X
Key Issue #X Enabling User Consent for NF service consumption
5.X.1
Key issue details

The Service-based architecture allows an NF producer to expose its NF services through a service based interface and the services could be consumed by other NF consumers.
Some of these services are provided for invokers to process personal data, e.g. EventExposure service defined in clause 6.2 in TS 23.288 [yy] is an eNA feature for data collection. In order for NFs to process a user’s personal data, consent from the user is needed.
5.X.2
Security threats

An NF consumer can invoke services published by a NF producer to process personal data. If the NF producer does not check user consent for this invocation, the personal data may be processed without authorization.
5.X.3
Potential security requirements

5GC shall support to enforce user consent for NF service consumption.
*************** End of 2nd Change ****************
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